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I'maBa 1

BBeneHue

JlaHHBINT TOKyMeHT MHPOpPMUpPYeT NMoJib30BaTesell AucTpudytruBa Debian 06 OCHOBHBEIX M3MEHEHUSIX B
Boimycke 10 (buster).

B mHbopMaIuu o BEITyCKe ONMCHIBAETCs IMpoliecc 6e30macHoro o6HOBJIEHUs ¢ BhiTycka 9 (stretch)
[0 TeKyI[ero BBITYCKAa U U3BECTHHIE TOTEeHIMAaIbHbIE TPOOJIEMBI, C KOTOPBIMU MOTYT CTOJIKHYThCA I10JIb-
30BaTesn pyu OOHOBJIEHUM.

CaMas nocJieJHAA Bepcys 9TOro JOKyMeHTa AOCTyIHa Ha cTpaHulle https://www.debian.org/
releases/buster/releasenotes. Ecjiu He yBepeHsl, IOCMOTPUTE AaTy Ha IepBOU cTpaHuUIle u ybe-
JUTeCh UTO YMTaeTe aKTyaJIbHYI0 BepCUlo.

[IPEOCTEPEXXEHUE

3aMeTvM, 4TO 34eCb HEBO3MOXHO MEPEYNCIIUTL BCE N3BECTHbIE MPOBNEMBI, U MO-
3TOMY ObInin BblGpaHbl TOMBKO T€, KOTOPblE, KaK OXWOAETCS, MOTYT BO3HUKHYTb Y
60nbLMHCTBA IO, N KOTOPbIe 0Ka3biBaOT HAMBOMbLIEE BIUSIHUE B LIENOM.

OO6partuTe BHUMaHUe, YTO Tellepb NOJJepXKUBaeTCsA U ONMCHIBAETCs TOJIbKO OOHOBJIEHNE C IpeJbIay-
miero Beimycka Debian (To ecTh, 3TOT JOKYMEHT OnmuchIBaeT o0HoBIeHUE ¢ stretch). Ecoiu Bam Tpebyertcs
0GHOBUTH crcTeMy ¢ 6oJiee cTaporo BEIIYCKa, 06paTHUTech K paHHUM peJaKLHAM 3TOro JOKyMeHTa WiIN
CHayvajia BBHIIOJIHUTe OOHOBJIEHUe 10 stretch.

1.1 Kak cooO6muTts 006 ommbKe B 3TOM JOKyMEHTe

M5l IBITAJIMCh IPOBECTU BCE BO3MOXHEIE 3TANbl OOHOBJIEHUS, OMMCAHHBIE B 3TOM JOKyMEHTe, a TaKXke
MOTIBITAJINCH MIPeBUIETh BCe BO3MOXHBIE TPOGJIEMBI, C KOTOPBIMU MOTYT CTOJIKHYThCSA I10JIb30BaTEJIH.

TeMm He MeHee, eCJIM BB JIyMaeTe, YTO HAIJIY OMKOKY B 3TOM ONMMCAHUY (€CTh HENPAaBUJIbHAS UJIU OT-
CcyTCTBYIOIasa nHopmanus), moxaayicTa, OTIpaBbTe coodIeHue 00 omubKe B IakeTe release—notes
B CHCTeMy OTcJexuBaHus omubok (https://bugs.debian.org/). He 3a0yabpTe cHavyaia MpocMoOT-
PpeTh cylilecTByIoIIMe coobiienus o0 omuobkax (https://bugs.debian.org/release-notes), BO3-
MOXHO, O Bailell npobjeMe yxXe U3BeCTHO. B 3ToM ciiyuae BBl MOXeTe NOCJIaTh JONOJHUTEJIbHYI0 UH-
popMmarnuio K CcymnecTBywIeMy coobmeHn0 06 omubKe MM Aaxe NpeJIOXKUTh CBOU U3MeHeHU .

Mpe1 6b111 GBI OUeHb OJ1arofapHsl, eciy K cOoOIIeHUI0 Obl1a OBl NIPUJIoKeHa 3a1jiaTa, MCIpaBJIsAoias
HWCXOOHBIN TeKCT JoKyMeHTa. O TOM, rfe B3ATh UCXOAHBIN TEKCT JaHHOro AJOKyMeHTa, cM. Paznmen 1.3.

1.2 TIIpenoctaBjieHHe OT4E€Ta 060 OOHOBJIEHUH

Mpe1 pafp! 110601 HHGOPMAaIUU O TpoBeAEHHOM 00HOBJIeHUU c stretch o buster ot mosb3oBaTesteit. Ecyin
BB XOTHUTE MMOAEJIUTHCA CBOMM OIBITOM, OTIIPaBbTe coobiieHre 00 ommbKe B NakeTe upgrade—-reports
B crucTeMy oTciexuBaHusa omuook (https://bugs.debian.org/), onucas pe3yabTaTel. Iloxanyii-
CTa, CKUMAIITe BCe MPUKJIAIbIBaeMbIe K cOOOIeHH0 Haris (C moMoIIbio gzip).

[ToxaryiicTa, BKJIIOUMTE B OTIIpaBjsieMoe cooOlleHre caeqyonyo nHpopMaluio:


https://www.debian.org/releases/buster/releasenotes
https://www.debian.org/releases/buster/releasenotes
https://bugs.debian.org/
https://bugs.debian.org/release-notes
https://bugs.debian.org/

I'JIABA 1. BBEJIEHHE 1.3. UCXOJHBIH TEKCT 3TOI'O JJOKYMEHTA

+ CocrosHue Banieli 6a3bl JaHHBIX [1AKeTOB [0 U ocJie 0OHOBJIEHUA: COCTOsIHKE 0asbl JaHHBIX dpkg
comepxurca B aiiie /var/lib/dpkg/status, a ”HGOpPMAaLKA O COCTOSHUN NTaKeTOB apt — B
daiine /var/lib/apt/extended_states. [lepes 06HOBJIEHNEM BHIIIOJHUTE pe3epBHOE KOMU-
poOBaHUe corjlacHo onucaHumo Pasges 4.1.1, IOMUMO 3TOTO, BB MOXeTe HalTH pe3epBHbIe KON
/var/lib/dpkg/status B KaTajore /var/backups.

 XypHnass ceanca paGoThl, CO3JaHHbIE ¢ IOMOIIBIO Script, cMm. Pasmen 4.4.1.

+ Xypnan paboTH apt AocTymeH B dailie /var/log/apt/term.log uiu xypHai aptitude mo-
CTyIIeH B KaTajiore /var/log/aptitude.

3AMEUYAHUE

oopMaLImMIO U3 XYPHAOoB Nepe TeM Kak BKo4aTh UX B coobLieHne 06 owmnbke, Tak

@ Ob6s3aTenbHO NPOCMOTPUTE Y YAANNTE BCIO NUYHYIO W/MN KOHCOMAEHUMANBHYIO UH-
Kak aTa nHgoopmauums 6yneT 3aHeceHa B LOCTYMHyto BceM 6a3y faHHbIX.

1.3 HcxoaHblil TEKCT 3TOr0 JOKyMeHTa

The source of this document is in DocBook XML format. The HTML version is generated using docbook-xs1
and xsltproc. The PDF version is generated using dblatex or xmlroff. Sources for the Release Notes
are available in the Git repository of the Debian Documentation Project. You can use the web interface
(https://salsa.debian.org/ddp-team/release—notes/)toaccess its files individually through
the web and see their changes. For more information on how to access Git please consult the Debian
Documentation Project VCS information pages (https://www.debian.org/doc/vcs).



https://salsa.debian.org/ddp-team/release-notes/
https://www.debian.org/doc/vcs
https://www.debian.org/doc/vcs

I'staBa 2

YTo HOBOro B Debian 10

The Wiki (https://wiki.debian.org/NewInBuster) has more information about this topic.

2.1

Ilognep>xrBaeMsble apXUTEKTYPHI

Crricok opUIHaIbHO MOAAePKUBAaEMBIX apXUTeKTyp A Debian 10:

32-6utHbiii [IK (1386) u 64-6utHsbiii ITK (amd64)
64-6utHbill ARM (arm64)

ARM EABI (armel)

ARMvV7 (EABI hard-float ABI, armhf)

MIPS (mips (c mopsakom 6aliTOB OT cTapiiero K MjiafuemMy) u mipsel (¢ mopsgkom 6aiiToB OT
MJIaJlIero K crapiiemy))

64-6uTHbilt MIPS ¢ nopsagkoM 6aiiToB oT MJIafiero K crapueMy (mips64el)
64-6utHbill PowerPC ¢ nopsaakom 6aiiToB OT MjaAllero kK crapmemy (ppcédel)

IBM System z (s390x)

Bosiee moapoGHYyI0 HHGOPMAIIHIO O TIEPEHOCE Ha Pa3IMYHbIE apXUTEKTYPHI U CBeIEHNA, OTHOCAIINECS
K KOHKPETHBIM IlepeHOcaM, BBl MOXeTe IMOJIYYUTh Ha cTpaHuile rnepeHocoB Debian (https://www.
debian.org/ports/).

2.2 Yrto HOBOroO B nucTpubyTHUBe?

Hoseiii Beimyck Debian onAaTs coiepkuT HaMHOTro 60JIbIe IPOrpaMM, YeM ero npeAmecTBeHHUK, stretch.
JuctpubyTuB BKII04aeT B cebs 6osiee 13370 HOBBIX MMAKeTOB, BCero ux crajo Oosiee 57703. bosbmas
4acTh MPOTpPaMM, BXOJSAIMNUX B JUCTPUOYTHUB, Obls1a 00HOBJIeHa: OoJsiee 35532 makeToB (YTO cOCTaBJIA-
eT 62% guctpubytusa stretch). Taxxe, M0 pa3JIMYHEIM NPUYMHAM MHOTHe nakeTsl (6osee 7278, 13%
aucTpubyTrBa stretch) 6p1TH yaieHsl U3 JUCTPUOYTUBA. DTU MAaKeThl He Oy Ay T OOHOBJIATHCA, B UHCTPY-
MeHTax yIpaBJIeHUA [MaKeTaMu OHU OyIyT MoMeveHsl Kak “ycrapeBiue” (obsolete), cm. Pasgen 4.8.
Debian again ships with several desktop applications and environments. Among others it now includes
the desktop environments GNOME 3.30, KDE Plasma 5.14, LXDE 10, LXQt 0.14, MATE 1.20, and Xfce

4.12.

Taxxe OBLIN OOHOBJIEHBI O(I)I/ICHI)Ie IIPUJIOKEHNA, BKJII0YaA CJIEAYIOIE€ KOMILJIEKThI:

LibreOffice is upgraded to version 6.1;
Calligra is upgraded to 3.1.
GNUcash is upgraded to 3.4;


https://wiki.debian.org/NewInBuster
https://www.debian.org/ports/

I'JTIABA 2. YTO HOBOI'O B DEBIAN 10 2.2. YTO HOBOI'O B /JJHCTPUBYTHUBE?

With buster, Debian for the first time brings a mandatory access control framework enabled per
default. New installations of Debian buster will have AppArmor installed and enabled per default. See
below for more information.

Besides, buster is the first Debian release to ship with Rust based programs such as Firefox, ripgrep,
fd, exa, etc. and a significant number of Rust based libraries (more than 450). Buster ships with Rustc
1.34.

Updates of other desktop applications include the upgrade to Evolution 3.30.

B 3TOM BHIyCKe, Cpey IpOYero, ObLIO OGHOBJIEHO CJIeyIOlIee IPOrpaMMHOe obecreveHue:

IMakeTt Bepcus B 9 (stretch) Bepcus B 10 (buster)
Apache 2.4.25 2.4.38
BIND DNS cepsep 9.10 9.11
Cryptsetup 1.7 2.1
Dovecot MTA 2.2.27 2.3.4
Emacs 24.5u 25.1 26.1

Exim, I1OYTOBBI cCepBEp IIO 4.89 4.92
YMOJTYaHUIO

GNU Compiler Collection, 6.3 7 4 and 8.3
KOMIHWJIATOP IO YMOJTYaHUIO

GIMP 2.8.18 2.10.8
GnuPG 2.1 2.2
Inkscape 0.92.1 0.92.4
GNU 6ubnuorexa C 2.24 2.28
lighttpd 1.4.45 1.4.53
O6pa3 sagpa Linux BeTKa 4.9 4.19 series
LLVM/Clang toolchain 3.7 6.0.1 and 7.0.1 (default)
MariaDB 10.1 10.3

Nginx 1.10 1.14
OpenJDK 8 11
OpenSSH 7.4p1 7.9p1

Perl 5.24 5.28

PHP 7.0 7.3

Postfix MTA 3.1.8 3.3.2
PostgreSQL 9.6 11

Python 3 3.5.3 3.7.3

Rustc 1.34
Samba 4.5 4.9

Vim 8.0 8.1

2.2.1 UEFI Secure Boot

Secure Boot is a feature enabled on most PCs that prevents loading unsigned code, protecting against
some kinds of bootkit and rootkit.

Debian can now be installed and run on most PCs with Secure Boot enabled.

It is possible to enable Secure Boot on a system that has an existing Debian installation, if it already
boots using UEFI. Before doing this, it’s necessary to install shim-signed, grub-efi-amd64-signed
or grub-efi-ia32-signed, and a Linux kernel package from buster.

Some features of GRUB and Linux are restricted in Secure Boot mode, to prevent modifications to
their code.

More information can be found on the Debian wiki at SecureBoot (https://wiki.debian.org/
SecureBoot).

2.2.2 AppArmor enabled per default

Debian buster has AppArmor enabled per default. AppArmor is a mandatory access control framework
for restricting programs’ capabilities (such as mount, ptrace, and signal permissions, or file read, write,
and execute access) by defining per-program profiles.
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The apparmor package ships with AppArmor profiles for several programs. Some other packages,
such as evince, include profiles for the programs they ship. More profiles can be found in the apparmor-profiles-
package.
AppArmor is pulled in due to a Recommends by the buster Linux kernel package. On systems that
are configured to not install recommended packages by default, the apparmor package can be installed
manually in order to enable AppArmor.

2.2.3 Optional hardening of APT

All methods provided by APT (e.g. http, and https) except for cdrom, gpgv, and rsh can make use of
seccomp-BPF sandboxing as supplied by the Linux kernel to restrict the list of allowed system calls, and
trap all others with a STGSYS signal. This sandboxing is currently opt-in and needs to be enabled with:

APT: :Sandbox::Seccomp is a boolean to turn it on/off

Two options can be used to configure this further:

APT: :Sandbox::Seccomp: :Trap is a list of names of more syscalls to trap
APT::Sandbox::Seccomp::Allow is a list of names of more syscalls to allow

2.2.4 Unattended-upgrades for stable point releases

Previous versions of unattended-upgrades defaulted to installing only upgrades that came from the
security suite. In buster it now also automates upgrading to the latest stable point release. For details,
see the package’s NEWS.Debian file.

2.2.5 Substantially improved man pages for German speaking users

The documentation (man-pages) for several projects like systemd, util-linux and mutt has been
substantially extended. Please install manpages—-de to benefit from the improvements. During the
lifetime of buster further new/improved translations will be provided within the backports archive.

2.2.6 Network filtering based on nftables framework by default

Starting with iptables v1.8.2 the binary package includes iptables—nft and iptables-legacy,
two variants of the i pt ables command line interface. The nftables-based variant, usingthe nf_tables
Linux kernel subsystem, is the default in buster. The legacy variant uses the x_tables Linux kernel
subsystem. The update-alternatives system can be used to select one variant or the other.

This applies to all related tools and utilities:

« iptables

+ iptables-save

+ iptables-restore
+ ip6tables

+ ip6tables-save

+ ip6tables-restore
+ arptables

+ arptables-save

« arptables-restore
« ebtables

« ebtables-save
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 ebtables-restore

All these have also gained -nft and —1legacy variants. The -nft option is for users who can’t or
don’t want to migrate to the native nftables command line interface. However, users are strongly
enouraged to switch to the nftables interface rather than using iptables.

nftables provides a full replacement for iptables, with much better performance, a refreshed
syntax, better support for IPv4/IPv6 dual-stack firewalls, full atomic operations for dynamic ruleset
updates, a Netlink API for third party applications, faster packet classification through enhanced generic
set and map infrastructures, and many other improvements (https://wiki.nftables.org).

This change is in line with what other major Linux distributions are doing, such as RedHat, which now
uses nftables as its default firewalling tool (https://access.redhat.com/documentation/
en—-us/red_hat_enterprise_linux/8-beta/html-single/8.0_beta_release_notes/index#
networking_2).

Also, please note that all iptables binaries are now installed in /usr/sbin instead of /sbin. A
compatibility symlink is in place, but will be dropped after the buster release cycle. Hardcoded paths to
the binaries in scripts will need to be corrected and are worth avoiding.

Extensive documentation is available in the package’s README and NEWS files and on the Debian
Wiki (https://wiki.debian.org/nftables).

2.2.7 Cryptsetup defaults to on-disk LUKS2 format

The cryptsetup version shipped with Debian buster uses the new on-disk LUKS2 format. New LUKS
volumes will use this format by default.

Unlike the previous LUKS1 format, LUKS2 provides redundancy of metadata, detection of metadata
corruption, and configurable PBKDF algorithms. Authenticated encryption is supported as well, but still
marked as experimental.

Existing T.UKS1 volumes will not be updated automatically. They can be converted, but not all
LUKS2 features will be available due to header size incompatibilities. See the cryptsetup (https:
//manpages.debian.org/buster/cryptsetup) manpage for more information.

Please note that the GNU GRUB bootloader doesn’t support the LUKS2 format yet. See the corresponding
documentation (https://cryptsetup—team.pages.debian.net/cryptsetup/encrypted-boot.
html) for further information on how to install Debian 10 with encrypted boot.

2.2.8 Driverless printing with CUPS 2.2.10

Debian 10 provides CUPS 2.2.10 and cups-filters 1.21.6. Together these give a user everything that
isneeded to take advantage of driverless printing (https://wiki.debian.org/DriverlessPrinting).
The principal requirement is that a network print queue or printer offers an AirPrint service. A modern
IPP printer is highly likely to be AirPrint-capable; a Debian CUPS print queue is always AirPrint-enabled.

In essence, the DNS-SD (Bonjour) broadcasts from a CUPS server advertising a queue, or those from
IPP printers, are capable of being displayed in the print dialogs of applications without any action being
required on the part of a user. An additional benefit is that the use of non-free vendor printing drivers
and plugins can be dispensed with.

A default installation of the cups package also installs the package cups-browsed; print queues
and IPP printers will now be automatically set up and managed by this utility. This is the recommended
way (https://wiki.debian.org/QuickPrintQueuesCUPS) for a user to experience seamless and
trouble-free driverless printing.

2.2.9 Basic support for Allwinner A64 based devices

Thanks to the efforts of the linux-sunxi community (https://linux-sunxi.org) Debian buster
will have basic suport for many devices based on the Allwinner A64 SoC. This includes FriendlyARM
NanoPi A64; Olimex A64-OLinuXino and TERES-A64; PINE64 PINE A64/A64 + /A64-LTS, SOPINE, and
Pinebook; SINOVOIP Banana Pi BPI-M64; and Xunlong Orange Pi Win(Plus).

The essential features of these devices (e.g. serial console, ethernet, USB ports and basic video
output) should work with the kernel from buster. More advanced features (e.g. audio or accelerated
video) are included or scheduled to be included in later kernels, which will be made available as
usual through the backports archive (https://backports.debian.org). See also the status page
(https://linux-sunxi.org/Linux_mainlining_effort) for the Linux mainlining effort.
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2.2.10 Hosoctu Debian Med

The Debian Med team has added several new packages and updates for software targeting life sciences
and medicine. The effort to add Continuous Integration support for the packages in this field was (and
will be) continued.

To install packages maintained by the Debian Med team, install the metapackages named med-*,
which are at version 3.3 for Debian buster. Feel free to visit the Debian Med tasks pages (http://
blends.debian.org/med/tasks) to see the full range of biological and medical software available
in Debian.

2.2.11 GNOME defaults to Wayland

Following upstream, GNOME in buster defaults to using the Wayland display server instead of Xorg.
Wayland has a simpler and more modern design, which has advantages for security.

The Xorg display server is still installed by default and the default display manager still allows you
to choose it as the display server for the next session, which may be needed if you want to use some
applications (see Pazgesn 5.1.10).

People requiring accessibility features of the display server, e.g. global keyboard shortcuts, are
recommended to use Xorg instead of Wayland.

2.2.12 Merged /usr on fresh installs

On fresh installs, the content of /bin, /sbin and /1ib will be installed into their /usr counterpart by
default. /bin, /sbin and /1ib will be soft-links pointing at their directory counterpart under /usr/.
In graphical form:

/bin - /usr/bin
/sbin - /usr/sbin
/1lib - /usr/lib

When upgrading to buster, systems are left as they are, although the usrmerge package exists to do the
conversion if desired. The freedesktop.org (https://www.freedesktop.org) project hosts a Wiki
(https://www.freedesktop.org/wiki/Software/systemd/TheCaseForTheUsrMerge/) with
most of the rationale.

This change shouldn’t impact normal users that only run packages provided by Debian, but it may
be something that people that use or build third party software want to be aware of.

2.2.13 News from Debian Live team

The Debian Live team is proud to introduce LXQt live ISOs as a new flavor. LXQt is a lightweight Qt
desktop environment. It will not get in your way. It will not hang or slow down your system. It is focused
on being a classic desktop with a modern look and feel.

The LXQt desktop environment offered in the Debian Live LXQt project is pure, unmodified, so you
will get the standard desktop experience that the LXQt developers created for their popular operating
system. Users are presented with the standard LXQt layout comprised of a single panel (taskbar) located
on the bottom edge of the screen, which includes various useful applets, such as the Main Menu, task
manager, app launcher, system tray area, and integrated calendar.

The buster live images come with something new that a bunch of other distributions have also
adopted, which is the Calamares installer. Calamares is an independent installer project (they call it
«The universal installer framework») which offers a Qt based interface for installing a system. It doesn’t
replace debian-installer on the live images; rather, it serves a different audience.

Calamares is really easy to use, with friendly guided partitioning and really simple full-disk encryption
setup. It doesn’t cover all the advanced features of debian-installer (although it very recently got RAID
support) and it doesn’t have an unattended install mode either. However, for 95% + of desktop and
laptop users, Calamares is a much easier way to get a system installed, which makes it very appropriate
for live systems. For anyone who needs anything more complicated, or who’s doing a mass-install,
debian-installer is still available in both text and GUI forms.

Debian Live Buster re-introduces the standard live image. This is a basic Debian image that contains
a base Debian system without any graphical user interface. Because it installs from a squashfs image
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rather than installing the system files using dpkg, installation times are a lot faster than installing from
a minimal Debian installation image.




I'staBa 3

CucremMa ycTaHOBKU

Debian Installer (mporpamma ycTaHOBKM) sIBJiAeTCSA OQUIIHATIBHOM crcTeMON yctaHoBKu Debian. OHa
npejJjiaraeT MKUPOKUI BEIOOP METOAOB yCTAaHOBKU. CIHMCOK JOCTYIHBIX METOLNOB 3aBUCUT OT apXUTeK-
TYPH KOMITBIOTEPA.

OG6pa3bl IporpaMMBbl yCTAHOBKH IJ1s1 buster 1 pyKOBOACTBO IT0 YCTAHOBKE MOXXHO HAUTU HA Beb-caiTe
Debian (https://www.debian.org/releases/buster/debian—-installer/).

The Installation Guide is also included on the first media of the official Debian DVD (CD/blu-ray)
sets, at:

/doc/install /manual/ru/index.html

Takxe cjieyeT 03HaKOMUTHCSA CO CITUCKOM M3BECTHBIX OMMOOK (https://www.debian.org/releases/
buster/debian-installer/index#errata) nporpaMMsl yCTaHOBKHU.

3.1 Yto HOBOrO B cUCTeMe YCTaAaHOBKHU?

There has been a lot of development on the Debian Installer since its previous official release with
Debian 9, resulting in improved hardware support and some exciting new features or improvements.
Most notably there is the initial support for UEFI Secure Boot (see Pazmen 2.2.1), which has been
added to the installation images.
If you are interested in an overview of the detailed changes since stretch, please check the release
announcements for the buster beta and RC releases available from the Debian Installer’s news history
(https://www.debian.org/devel/debian—-installer/News/).

3.1.1 AsBTroMaTH3MpOBaHHasA yCTaHOBKa

MHoXecTBO U3MeHeHUH, YIOMAHYTHIX B IpeIbIAyIieM pa3zesie, TakXKe 3aTPOHYJIM U aBTOMAaTHU3MpPOBaH-
HYI0 YCTaHOBKY C IOMOIIbI0 ¢aiisa oTBeToB. OTO O3HaYaeT, YTO eCcJId Y Bac yXe ecTh (aiiyibl OTBETOB,
KOTOpBIe paGoTaii ¢ MPOrpaMMOM yCTaHOBKM stretch, He kauTe, yTo OHU OyayT paboTaTh C HOBOM
MIPOrpaMMOM yCTaHOBKU 6e3 M3MeHeHUH.

B pykoBopcTBe o yctaHoBKe (https://www.debian.org/releases/buster/installmanual)
Temnephb ecTb OTAEJIbHOe NpUjIoKeHNe, B KOTOPOM ITOAPOOHO ONMChIBaeTCs UCI0JIb30BaHNe aBTOMAaTU3U-
PpOBaHHO HAaCTPOMKM.
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OoHoBJieHue ¢ Debian 9 (stretch)

4.1 IIoaroroBka K OOHOBJIEHHUIO

[Tepen oOHOBJIEHHEM MBI peKOMEHIYEM BaM Takke MpouydTaTh I'y1aBa 5. DTOT pasfesi ONMCHIBAET IIO-
TeHLKaJIbHble IPO0JIeMbl, KOTOPHIe He MMeI0T IPSMOIo OTHOIIEHHS K Mpolieccy OOHOBJIEHU, HO BCE xKe
BaXXHO Y3HATh O HUX JO YCTAHOBKH.

4.1.1 Co3paHue pe3epBHOU KONMH BceX JaHHBIX U HACTPOEK

[Tepen 0OHOBJIEHHEM HACTOATEIbHO peKOMeHAyeTCs cAeJlaTh pe3epBHYI0 KOIUIO BCell CUCTeMBI I, 10
KpaiiHell Mepe, BceX JaHHBIX U HAaCTPOeK, KOTOpHIe BBl HE MOXeTe M03BOJIUTh cebe noTepATh. MHCTpy-
MEHTHI Aj11 00HOBJIEHUA U caM IIPOoILiecc JOCTAaTOYHO Ha[EXHBI, HO cO0l anmapaTHOro obecredyeHus B
xozie 0OHOBJIEHUA MOXeT NPUBECTU K CEPbE3HOMY MOBPEXAECHUI0 CHCTEMBL.

B nepBy10 ouepe/ib HeO6XOAUMO cJieJIaTh Pe3epBHYI0 KOMUI0 COAEPKUMOI'0 KaTajloros /etc, /var/
lib/dpkg, /var/lib/apt/extended_states u pe3yabTara paboThl KOMaH/bl dpkg —-get—-selections
7 * 7 (KaBBIYKY BaXKHBI). Ecsiu 1714 ynpaBieHNs rakeTaMu BB HCIOJIb3yeTe aptitude, To Takxke clesaiite
pe3epBHyI0 Konuio /var/lib/aptitude/pkgstates.

O6HoOBJIeHHE caMo 1o cebe HWKAaK He 3aTparuBaeT KaTajaor /home. OJHAKO HEKOTOpHIE MPUIIOXKe-
HUsA (B 4YaCTHOCTH, HEKOTOPHIe npuiioxeHus Mozilla, okpyxenus padouero crosia GNOME u KDE) npu
[IepBOM 3allycKe HOBOU BepCHU Ilepe3allChiBal0T MMeIoIyecs M0Jb30BaTesIbCKie HaCTPOMKU HOBBIMU
HacTpo¥KaMHu II0 ymMoJidaHuio. Ha BcAkuil ciiyyall CTOUT cliesiaTh pe3epBHYI0 KOMUIO CKPBITEIX (aliioB
1 KaTajoros (Ha3BaHUe KOTOPHIX HAYMHAETCA C TOUKU) M3 IOMAIIHUX KaTajloroB MoJjb3oBaTeseil. JTo
IIOMOXeT BaM B cjIydyae HeoOXOMMOCTU BOCCTAaHOBUTH CTaphle HacTpoviku. He sumuuM OyaeT npeay-
IpeauTh [oIb30BaTesiell 06 aTol mpobiieMe.

YcraHoBKa J1000ro nakeTa JOJDKHA IPOU3BOAUTHCA € MPUBMJIETHAME cyleproJib3oBaresid. [ToaTo-
My BBl JOJDKHBL JINOO BONTH B CHUCTEMy IIOA MMeHeM Cylepliojb3oBaTesid root, JMO0 HCI0JIb30BaTh
mporpaMmsl su Wi sudo, 4ToObl MOJIyYUTh He0OX0AUMBIe TIpaBa.

714 npoBeeHNs 0OHOBJIEHUA €CTh HECKOJIBKO NpeBapUTEIbHBIX TPeOOBaHUI; IPOBEPhbTE, YTO OHU
CcobJTI0IAI0TCA.

4.1.2 IIpenBapuresibHOe HHGOPMUPOBaHUE OJIb3OBaTeJIEN

XKenaresnbHO 3apaHee cooOIIaTh BCeM M10JIb30BATEJIAM O JIIOOBIX [JIAaHNMPYEeMBIX 0OHOBJIEHUAX, XOTA [0JIb-
3oBaresy, paboTarliye B cucreMe uepe3 ssh, He JOJDKHBI UCIIBITaTh OCOOBIX po6JieM B Iporiecce 06-
HOBJIEHHsA U BIIOJIHE MOTYT IIPOJIOJDKATh paboTy.

Ecs BBl XOTUTE IPUHATH JONOJHUTEJIbHBIE MepHI IPeJOCTOPOXHOCTH, CO3/IaliTe pe3epBHYI0 KONUI0
1 pa3MOHTUPYHTe pa3fiel /home nepel 0OHOBJIEHNEM.

[Tpu o6HOBIIeHUM 10 buster moTpebyeTcss 0OGHOBUTH PO, MOITOMY MOTpebyeTcs mepe3arpyska. O6by-
HO, 3TO NPOMCXOUT 10 OKOHYaHMUN OOHOBJIEHUS.

4.1.3 IloaroroBka K mepepsiBy B pabore ciyx0

[Tpu 0OHOBJIEHUH MOXET NOTPeboBaThCA 0OHOBUTD MaKeTH JiA paboTanlUX Ha JaHHON MallllHe CIIyX0.
B sTrom ciiydae pabota ciiyx0 OyaeT npepBaHa Ha BpeMs OOHOBJIEHN:A, 3aMeHbl I HACTPOWKH [TaKeTOB.

11



I'JIABA 4. OGHOBJIEHHE C DEBIAN 9 (STRETCH) 4.1. IIOJTOTOBKA K OBHOBJIEHHUIO

TouHOe BpeMs NpocTosA ciIyx0 OyaeT 3aBUCETh OT KOJIMYeCcTBa OOHOBJIIEMBIX B CHCTEMe IIaKeToB, a
TakXe OT BpeMeHH, 3aTpaurBaeMoe aJMUHNUCTPATOPOM [IJIsI OTBETOB Ha BONPOCH O HacTpolike. 3ame-
THUM, 4TO €CJIA Npoliecc OOHOBJIEHUS OCTaBUTh O0e3 BHUMaHUA U He CJIeqUTh 3a 3allpocaMy CHCTEMBI,TO
BBICOKA BEPOATHOCTh YBEJIMYUTh HEJOCTYITHOCTD CJIy*0' Ha 3HAUMTEJIbHBIA MPOMEXYTOK BPEMEHHU.

Ecnu o6HOBIIsIeMas cucTeMa NpelocTaBiisieT KpUTHUeCKU BaXKHble CJTYKObI 11 110JIb30BaTesIell Win
ceT?, TO Bbl MOXETE COKPATUTh BPEMs MPOCTOsI, €CJIM CHAYasia BHIIOJHUTE MUHUMAJIbHOE OGHOBIIE-
Hue cucteMsl (cM. Pazzein 4.4.4), 3aTremM 0OHOBUTE AP0 U Nlepe3arpy3uTech, a 3aTeM 0OHOBUTE IIaKeTHI,
CBsI3aHHBIE C BallMMU KPUTUYECKUMU ciiyxk0amu. OnrcaHre 0OHOBJIEHUS 3TUX NAaKETOB Mlepe]l OJIHBIM
obHoBJIeHreM cMoTpuTe B Pazgen 4.4.5. Takoli opsAJOK MO3BOJIAET OCTaBUTh pabOTaOIMMU KpUTHYe-
CKHe CJIyXObl Ha BpeMs IIPOXOX/IeHNs [IOJTHOTO OOHOBJIEHNS 1 COKPAaTUTh BpeMs NMPOCTOs.

4.1.4 TloarortoBKa K BOCCTaHOBJIEHHUIO

Xots Debian nriTaercs mpoBepuTs, 4TO crcTeMa Beerga OyieT B COCTOSIHUU 3arpPy3UThCs, eCTh peajibHas
ONaCHOCTh BO3HUKHOBEHUsA Mpo6JieM MocJie nepe3arpy3kd B OOHOBJIEHHYIO chcTeMy. bosblas yacts
BO3MOXHBIX ITp0OJIEM OIMKCaHA 3/1eCh U Jlajlee B CJIEAYIOMNX rjlaBax NHGOPMAIUU O BHIITYCKeE.

[TosToMy Jiyulie yOOCTOBEPUTHCA, YTO BBl CMOXETe BepHYTh CUCTEMY B IIpeXHee COCTOSAHUE, eCIU
OHa He CMOXeT 3arpy3uThCs WY, AJIA CUCTeM YIpaBJIAeMbIX YAaJIEHHO, He 3apaboTaeT CeTh.

Ecsiu 06HOBJIEHME TPOU3BOAUTCA YAAJIEHHO Yepe3 ssh, pekoMeHAyeM BaM MPeAyCMOTPEThb OIKJITIO-
YyeHUe K JIOKaJIbHOI KOHCOJIM cepBepa uepe3 yAaJIEHHBIN MOcJieoBaTeIbHbIN TepMuHas. MoxeT ciiy-
YUTHCA TaK, 4TO Iocjie 0OHOBJIEHUA AApa U Iepe3arpysku, BaM MOTpedyeTcsA HUCIPaBUTh CHCTEeMHbIE
HaCTpOMKY depe3 JIOKaJIbHYI0 KOHCoJIb. Ecu cuctemMa ciiyuaiiHO nepe3arpysurcs B cepefiiiHe npoljecca
OOHOBJIEHNs, BaM TaKXe NoTpebyeTcs JIoKaJibHasg KOHCOJIb AJ1 BOCCTAHOBJIEHUS.

714 aBapuitHOTO BOCCTAaHOBJIEHU 0OBIYHO MBI PEKOMEH/1TyeM HCII0JIb30BATh PEAUCUM BOCCMAHOBIEHUA
13 nporpaMmsbl yctraHoBku Debian buster. IIpenmyinecTBo B KCIIOJIb30BAaHUN MPOTPaMMBbI YCTaHOBKU
COCTOUT B TOM, YTO BBl MOXeTe BHIOMpaTh M3 MHOXECTBA METOAOB YCTAHOBKM TOT, KOTOPHIH JIydlle
MOJIXOIUT B Ballel cutyaruu. JlonoJiHUTe IbHasA NHGOPMAIYs puBe/ieHa B pa3fiesie «BoccraHoBieHue
CJIOMaHHOM CUCTEMBI» TJ1aBhl 8 pyKoBo/ICTBA MO ycTaHoBKe (https://www.debian.org/releases/
buster/installmanual) u B YaBO mo nporpamme ycraHoBku Debian (https://wiki.debian.
org/DebianInstaller/FAQ).

Ecyi 3arpy3utbes He yaajiock, BAM MOXeT NOTpeboBaThCs ajIbTEPHATUBHBIN CIIOCO0 3arpy3Ku CU-
CTeMBI JIJIsl JOCTyIa U BOCCTAHOBJIeHU:A. [[JI 3TOr0 MOXHO BOCIIOJIb30BaThCsA CIlelUaJIbHBIM 00pa3oM
BOCCTAHOBJIEHUS WJIM XKMBBIM KOMMAaKT-AUCKOM ¢ Linux. Ilocsie 3arpy3ku KakMM-TO U3 CIIOCOOOB, BhI
CMOXeTe CMOHTHPOBaTh UMeEIOIyIocsa KOPHEBYI0 (HaiIoBYI0 CCTEMY U BHIIOJIHUTH B He€ chroot, 4To-
OBl HAWITU Y UCIIPAaBUThH OMUOKY.

4.1.4.1 OraagouyHasa o6oJiouka u3 initrd Bo Bpems 3arpysku

IMaker initramfs-tools J0OaBJIAET OTJIAJ0YHYI0 0G0JIOUKY® B co3aBaemblii initrd. Hanpumep, ecin
initrd He ymacTcs cCMOHTHMPOBAaTh KOPHEBYIO (aMIOBYI0 CUCTEMY, TO BHI MOMAIETE B 3Ty OTJIAJOYHYIO
0060JI0UKy; OHa MpeAoCTaBJisieT OCHOBHblE KOMAaH/Ibl, KOTOPBIE ITOMOTYT BaM BBIACHUTBH B UéM JeJio U,
BO3MOJXHO, AaXe BCE NCIPABUTb.

YTo HyXHO MPOBEPUTH: HAJINYME MPABMUJIBHBIX (ANJIOB yCTPOUCTB B KaTasiore /dev; Kakue MOAY-
JM 3arpyxeHnl (cat /proc/modules); MPOBEPUTH B pe3ysibTaTaXx dmesg OTCyTCTBHE OLIMOOK MpHU
3arpyske JpaiiBepoB. BeiBog dmesg Takxe MOKaXET COOTBETCTBHE Ha3HAYEHHBIX (AMJIOB YCTPOKCTB
auckaMm; ybenuTech, 4TO pe3yabTaToM echo SROOT ABJIAETCA OXUAEMOE YCTPOUCTBO AJIA KOPHEBOM
daiisoBoN CHCTEMEI.

Ecyu BB petiniu nmpobsieMy, [Jis BBIXO[a M3 OTJIa[0YHOI 000104KM HabepuTe exit, U mpoijecc 3a-
rpy3KHU IIPOJOJIKUTCA C MecTa ocTaHoBa. EcTecTBeHHO, BaM HYXXHO YCTPaHUTh IPUUMHY U [lepeco3naTh
initrd mu1s Toro, YTOOHI CJleAyolias 3arpy3Ka npoiuwia 6e3 npobem.

1Ecyii mpuoputeT debconf ycTaHOB/IEH B caMblil BHICOKUE YPOBEHb, TO OTBETOB HA BOIPOCH O HACTPOKe MOXHO H30eXaTh,
HO BO3MOJKHA CUTYaI[UA, I[P KOTOPO OTBETHI IT0 YMOJIYAHUIO MOT'YT OKa3aThCs HEKOPPEKTHHI B Balllell CCTeMe U CJIy>XObI MOTYT
He 3allyCTUThCA.

2Hanpumep: cyx6s1 DNS i DHCP, a mMeHHO, KOorja He peyCMOTPEeHH pe3epBHEIe cepBepsl. B otcyTersnu DHCP 110J1s-
30BaTeJIM MOTYT OBITh OTKJIIOUEHHI OT CETH, eCJIU BpeMs apeH/bl MeHbllle YeM BpeMs, 3aTpaulBaeMoe Ha OOHOBJIEHHeE.

33Ty BO3MOXHOCTb MOXHO BBIKJTIOUUTD, 06ABKB MapamMeTp panic=0 B MapaMeTphl 3arpy3KH.
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4.1.4.2 OrtiaagouyHas 060JI0YKa BO BpeMs 3arpy3KH ¢ UCHOJIb30BaHUEM systemd

Ecyu He yaércs 3arpy3uTtbes Hof systemd, MOXHO 3allyCTUTh KOMaH/JHYI0 000JIOUKY ¢ IpaBaMHu CyIiep-
[I0JIb30BaTeJIsA, U3MEHUB CTPOKY KoMaH[ Aapa. Eciu 6a3oBas 3arpy3ka 3aBepllaeTcs yCIemHo, HO HeKO-
TOPBIE CJIyKObI He 3aMyCKalnTCs, MOXET ObITh [TOJIe3HBIM JoOaBUTh KOMaHAY systemd.unit=rescue.target
K lapameTpam sAfgpa.

B mpoTuBHOM cily4ae mapaMeTp fAfpa systemd.unit=emergency.target Kak MOXHO paHblle
IIpeJOCTaBUT BaM KOMaH/IHy0 000JIOUKY C IIpaBaMHU CyIlepoJib3oBaTesisa. TeM He MeHee, 3TO BhINOJIHA-
eTcsA 0 MOHTHPOBaHKA KOpHeBOI (ailjioBoii CCTEMBI C IIpaBaMU Ha UTeHHe. BaM pru€Tcs BEIIOJIHUATD
9TO BPYYHYIO C IIOMOIIbIO CJIeJIYIOLHefI KOMaHAbI:

# mount -o remount,rw /

More information on debugging a broken boot under systemd can be found in the Diagnosing Boot
Problems (https://freedesktop.org/wiki/Software/systemd/Debugging/) article.

4.1.5 TIlogroroBka 6e30IacHOT0 OKPYXeHUs AJIs1 OOHOBJICHU

BAXHO

@ If you are using some VPN services (such as t i nc) consider that they might not be
available throughout the upgrade process. Please see Paznen 4.1.3.

In order to gain extra safety margin when upgrading remotely, we suggest that you run upgrade
processes in the virtual console provided by the screen program, which enables safe reconnection and
ensures the upgrade process is not interrupted even if the remote connection process temporarily fails.

4.1.6 Verify network interface name support

Systems upgraded from older releases that still use network interfaces with names like et h0 or wlan0
are at risk of losing networking once they switch to buster; see Pazzesn 5.1.7 for migration instructions.

4.2 Checking APT configuration status

The upgrade process described in this chapter has been designed for «pure» Debian stable systems. If
your APT configuration mentions additional sources besides stretch, or if you have installed packages
from other releases or from third parties, then to ensure a reliable upgrade process you may wish to
begin by removing these complicating factors.

The main configuration file that APT uses to decide what sources it should download packages from is
/etc/apt/sources.list, butit can also use files in the /etc/apt/sources.list.d/ directory -
for details see sources.list(5) (https://manpages.debian.org/buster//buster/apt/sources.
list.5.html). If your system is using multiple source-list files then you will need to ensure they stay
consistent.

Below there are two methods for finding installed packages that did not come from Debian, using
either aptitude or apt-forktracer. Please note that neither of them are 100% accurate (e.g. the aptitude
example will list packages that were once provided by Debian but no longer are, such as old kernel
packages).

’

$ aptitude search ’~i(!~ODebian)
S apt—-forktracer | sort

Direct upgrades from Debian releases older than 9 (stretch) are not supported. Please follow the
instructions in the Release Notes for Debian 9 (https://www.debian.org/releases/stretch/
releasenotes) to upgrade to Debian 9 first.
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OTa npoueypa TaKke IpenoJiaraer, YTo Balia cClcTeMa 0OHOBJIEHA 10 IOCJIEJHETO BHIMycKa stretch.
Ecsiz 3TO He TaK WJIM BBl B 3TOM He YBepEHbI, CJIeAyITe MHCTPYKIUAM u3 Paznmer A.1.

You should also make sure the package database is ready before proceeding with the upgrade. If
you are a user of another package manager like aptitude or synaptic, review any pending actions.
A package scheduled for installation or removal might interfere with the upgrade procedure. Note that
correcting this is only possible if your APT source-list files still point to stretch and not to stable or buster;
see Paznes A.2.

It is a good idea to remove obsolete packages from your system before upgrading.

4.2.1 Cexkuus proposed-updates

If you have listed the proposed-updates section in your APT source-list files, you should remove it
before attempting to upgrade your system. This is a precaution to reduce the likelihood of conflicts.

4.2.2 HeodunuaabHble UCTOYHUKHA

If you have any non-Debian packages on your system, you should be aware that these may be removed
during the upgrade because of conflicting dependencies. If these packages were installed by adding an
extra package archive in your APT source-list files, you should check if that archive also offers packages
compiled for buster and change the source item accordingly at the same time as your source items for
Debian packages.

Y HEKOTOPHIX MOJIb30BATEJIEN MOTYT OBITH YCTAHOBJIEHHI HeOQUYUATbHblE TIepeHecEHHEBIE «6oJiee HO-
BbIe) BePCUM IaKeTOB, coOpaHHbIe A1 stretch. Takue makeTsl, ckopee BCETro, CTaHyT IPUYHHOI IPoGJIeM
1py OGHOBJIEHUM, TaK KaK OHU MOTYT BhI3BaTh KOHQUIMKTH (aiiyios*. B Pasgen 4.5 cogepKuUTcsa HEKO-
Topast nHOPMAIMA O TOM, YTO JeJIaTh, €CJIM BO3HUKIU (aiiyioBble KOHOIIUKTHL.

4.2.3 Orkiaouenue ¢pukcauu B APT

Ecnm el HacTpowu APT Ha ycTaHOBKY HEKOTODBIX MAKETOB U3 AUCTPUOYTHBA, OTJIMYHOTO OT CTAOMIIb-
Horo (Hampumep, TECTHPYeMOro), BaM, BO3MOXHO, MPUAETCA U3MEHUTh HAacTpoiiku ¢ukcanuu B APT
(xpausaTca B paiiyie /etc/apt /preferences U kartajore /etc/apt/preferences.d/), 4ToOH CcTa-
JI0 BO3MOXHBEIM 0OHOBJIEHNE [TaKeTOB 4O BepCcUM HOBOr'o cTabKJIbHOIO BHIIyCKa. boJiee mogpo6Hy0 HH-
dopmanuio o puxcarnum nakeroB B APT MoxHO HaiTu B apt_preferences(5).

4.2.4 IIpoBepka COCTOAHUA MAKETOB

HesaBucumo oT criocoba 0OHOBJIEHUSA, peKOMEHAYETCA CHavyaia MpOBEpUTh COCTOSAHME BCEX IMAaKETOB U
yOeauThCs, YTO BCEM MaKeTaM paspeleHOo OOHOBJIAThCA. Creaylomas KOMaHa IOKaXeT aKkeThl ycTa-
HoBJIeHHBIe yacTtuyHOo (Half-Installed), HacTpoiika kotopsix He yaanachk (Failed-Config), a Takxe Bce
MaKeThl B ONIMOOYHBIX COCTOAHUAX:

# dpkg —-—audit

MOXHO Takxe MPOBEPUTh COCTOsSIHHME BCEX MMAKETOB CHCTEMBI C TIOMOIIBI0 MporpaMmsel aptitude u
TaKMX KOMaHMO, KakK
# dpkg -1 | pager

N

# dpkg —--get-selections ”*” > ~/curr-pkgs.txt

Ilepen 0GHOBJIEHMEM XXeJIATEJIBPHO CHATH Bce (UKcaIu ¢ makeToB. Eciiy oauH U3 3HAYMMBIX IJIS
00HOBJIeHNA NTaKeTOB 3aduKCUpOBaH, OOHOBJIEHNE 3aBEPIINTCA HeyJadyHo.

Note that aptitude uses a different method for registering packages that are on hold than apt and
dselect. You can identify packages on hold for aptitude with

406bIuHO, cHcTeMa yrpaBjieHusA nakeTamMu Debian He MO3BoJIAET MaKeTy yAaJUTh WM 3aMEHUTHb (aiis, NpUHaAIeXauit
JIPyroMy MakKeTy, 33 UCKJIIYEHNEM CJIy4aeB, KOra sIBHO yKa3aHO, YTO OJUH MaKeT 3aMeHseT JPYTroi.
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# aptitude search "~ahold”

If you want to check which packages you had on hold for apt, you should use

# dpkg —--get-selections | grep ’'holds$’

Ecii BBl M3MEHSIN U NEPEKOMITMJIMPOBAJIN KaKOM-TO M3 MAKeTOB JIOKAJIbHO, HO MPH 3TOM He Ile-
peuMeHOBaJIi ero U He AO0ABUJIN «3TOXY» K BEPCUH IMAKeTa, TO €ro HyXXHO 3apUKCHpPOBaTh, UTOOHI
IpeIOTBPaTUTh OOHOBJIEHHUE.

The «hold» package state for apt can be changed using:

# echo package_name hold | dpkg --set-selections

3amenuTe hold Ha install, YTOOB OTMEHUTDH (PUKCAIUIO.
If there is anything you need to fix, it is best to make sure your APT source-list files still refer to
stretch as explained in Pazgesn A.2.

4.3 Preparing APT source-list files

Before starting the upgrade you must reconfigure APT’s source-list files (/etc/apt/sources.list
and files under /etc/apt/sources.list.d/).

APT will consider all packages that can be found via any configured archive, and install the package
with the highest version number, giving priority to the first entry in the files. Thus, if you have multiple
mirror locations, list first the ones on local hard disks, then CD-ROMs, and then remote mirrors.

Ha Brimyck Debian yacTo cchutaioTcs Mo ero KOgOBOMY MMeHHU (Hamnpumep, stretch, buster) win
o ero cratycy (Hampumep, oldstable (cTapsiii cTabMJIBHBIN), stable (cTabMJIBHBIN), testing (Te-
CTHUPYEeMBIiT), unstable (HecTabuibHbI)). CChUIKK Ha BBHIIYCK 10 KOJJOBOMY MMeHU UMEIOT TO IpenMy-
IIeCTBO, YTO BBl HUKOTI1a HEOXHUAAHHO [JIA cebs1 He HAYHETE M0JIb30BATHCS HOBBIM BHITyCKOM. [ToaToMy
MBI 3[1eCh TaK U JiejiaeM. B 3ToM ciryyae BaM, KOHEYHO, IPUAETCSA CaMUM CJIEUTh 32 aHOHCAMU HOBBIX
BBITycKOB. Eciiu BBl OyZieTe cchuIaThCA HA AUCTPUOYTUB TI0 €r0 CTaTyCHOMY MMEHH, TO MOCJIe BEIXOAA
HOBOTO BHIITYyCKa BBl IPOCTO YBUAUTE GOJIBIIOE KOJIMYECTBO OGHOBIEHHBIX ITAKETOB.

Debian npenocrassiseT 1Ba NHGOPMAIMOHHBIX CIIICKA PACCHUIKH, KOTOPHIE IOMOTYT BaM OCTABaThCS
B Kypce COOBITHI U MOJIyYaTh BaXHY0 MH(MOpMAaIUIo 0 BHIIyckax Debian:

+ TloamucaBmiych Ha THOOPMAIMOHHBIN CcCOK pacchiku Debian (https://lists.debian.org/
debian-announce/), BB OyZeTe MOJIy4aTh YBeOOMJIEHUA KaXObIH pa3s, Kak [IpoekT Debian co-
3aET HOBBIH BhIycK. Hanpumep, korjga buster craHOBUTCA U3 stable, K npuMepy, oldstable.

+ IToanucasmuch Ha MHGOPMALMOHHBIH CIMCOK pacchliky Debian rmo Bonpocam 6e3onacHoctu (https:
//lists.debian.org/debian-security—-announce/), Bb OyAeTe nojy4yaTh yBeJOMJIEHHUA
KaXx[plil pa3, korga [Ipoekt Debian my6ymkyro nHOOPMIIMOHHOE cOOOIeHE 0 6€30MaCHOCTH.

4.3.1 J[lob6aBjieHHe UHTEPHET-UCTOYHUKOB B APT

On new installations the default is for APT to be set up to use the Debian APT CDN service, which should
ensure that packages are automatically downloaded from a server near you in network terms. As this is
a relatively new service, older installations may have configuration that still points to one of the main
Debian Internet servers or one of the mirrors. If you haven’t done so yet, it is recommended to switch
over to the use of the CDN service in your APT configuration.

To make use of the CDN service, add a line like this to your APT source configuration (assuming you
are using main and contrib):

deb http://deb.debian.org/debian buster main contrib

After adding your new sources, disable the previously existing «deb» lines by placing a hash sign (#)
in front of them.
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However, if you get better results using a specific mirror that is close to you in network terms, this
option is still available.

Debian mirror addresses can be found at https://www.debian.org/distrib/ftplist (look
at the «list of Debian mirrors» section).

Hampumep, monyctum Haubosiee 61M3KUM 3epkasioM Debian siByiseTcss http: //mirrors.kernel.org.
Ecsii BBl 06paTUTECh K 3TOMY 3€pKaJly C IIOMOIIbI0 BeG-Opay3epa, TO BBl 3aMETHUTE, YTO OCHOBHBIE KaTa-
JIOTH OPraHKU30BaHBI CJIEYIOIUM 00pa3oM:

http://mirrors.kernel.org/debian/dists/buster/main/binary-s390x/...
http://mirrors.kernel.org/debian/dists/buster/contrib/binary-s390x/...

To configure APT to use a given mirror, add a line like this (again, assuming you are using main and
contrib):

deb http://mirrors.kernel.org/debian buster main contrib

3ameTuM, UTO «dist sy J0OABIAETCS aBTOMATHYECKH, a TapaMeTPHI [TOCJIe UMeHU BBITYCKa UCIOJIb-
3YIOTCS AJis JOMIOJIHEHUs CETEBOTO MyTU JI0 PEAIbHBIX KaTaJIOTOB.
Again, after adding your new sources, disable the previously existing archive entries.

4.3.2 [MobaBJyieHHe JIOKAJIBHOTO 3epKaJjia B KauecTBe UCTOYHUKA APT

Instead of using remote package mirrors, you may wish to modify the APT source-list files to use a
mirror on a local disk (possibly mounted over NFS).

Hanpumep, ecjin Ballle 3epKaJio IIaKeTOB HAXOJUTCA B Karajore /var/local/debian/, To ero
OCHOBHBIE KaTaJIOTH OYAYT Ha3bIBAThHCS:

/var/local/debian/dists/buster/main/binary-s390x/...
/var/local/debian/dists/buster/contrib/binary-s390x/...

YroOBl MaKeT apt MOT MCIIOJIb30BATh 3TOT UCTOYHUK ITAKETOB, 0O0aBbTe B (a1 sources.list:

deb file:/var/local/debian buster main contrib

3ameTnm, 4TO «dist sy qoOaBIIAETCA aBTOMATUUYECKH, a TTapaMeTPHI [I0CJIe IMEHH BHIIYCKa UCIIOJIb-
3yI0TCA AJIs1 JOIOJIHEHUs CETEBOro MyTH 0 PeajbHBIX KaTaloroB.

After adding your new sources, disable the previously existing archive entries in the APT source-list
files by placing a hash sign (#) in front of them.

4.3.3 J[lob6aBjieHHe ONTUYECKOT'0 HOCUTEJIA B KauecTBe ucTOYHuka APT

If you want to use only DVDs (or CDs or Blu-ray Discs), comment out the existing entries in all the APT
source-list files by placing a hash sign (#) in front of them.

Y6enutech B ToM, 4TO B Gailyie /etc/fstab ecTh CTPOKA, O3BOJIAINIASA CMOHTUPOBATh KOMITAKT-
JUCK B KaTayior /media/cdrom. Hampumep, ecyiu paityiom yCTpoIiCcTBa Balllero IpUBOga YTEeHUS KOMIIaKT-
JVCKOB CIIyXUT /dev/sr0, To Gaia /etc/fstab HOJXEH cofiepXaTb CTPOKY:

/dev/sr0 /media/cdrom auto noauto,ro 0 0

O6partuTe BHUMaHUe Ha TO, YTO MeX/y CJI0OBaMU noauto, ro B YeTBEPTOM I10JIe CTPOKU He 00JIHCHO
O6bimb nNpobesI0a.

YTto6bl IPOBEPUTH, UTO CTpOKa fstab HammcaHa BepHO, BCTaBbTE€ KOMITIAKT-IMCK B IIPUBOJ U BBITIOJI-
HUTE KOMaH/IbI

# mount /media/cdrom # this will mount the CD to the mount point
# 1ls —alF /media/cdrom # this should show the CD’s root directory
# umount /media/cdrom # this will unmount the CD
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3aTeM BBHITIOJTHUTE KoOMaHay

# apt-cdrom add

JUTs Kaxkgoro kommakT-aucka Debian Binary, uro6s1 Jo6aBuTh Bce qUCKH B 6a3y JaHHBIX APT.

4.4 (OOHOBJIEHUE IIAKETOB

The recommended way to upgrade from previous Debian releases is to use the package management
tool apt.

3AMEYAHUE

apt is meant for interactive use, and should not be used in scripts. In scripts one
should use apt-get, which has a stable output better suitable for parsing.

He 3abyapTe CMOHTUPOBaTh BCce HEOOXOUMEbIE pa3zesibl (B MepBYyI0 OvYepeib, KOPHEBOU pasfdesl u
KaTaJIor /usr) Ha YTeHMe U 3alKCh. ITO MOXHO ceJlaTh KOMaHoM!

# mount -o remount,rw /mountpoint

Next you should double-check that the APT source entries (in /etc/apt/sources.list and files
under /etc/apt/sources.list.d/) refer either to «buster» or to «stable». There should not be
any sources entries pointing to stretch.

3AMEYAHUWE

Crpoku neroyHukos ang CD-ROM yacto cebinatotes Ha «unstable», XOTb 3TO
MOXXET NoKa3aTbCs CTPaHHbIM, HO UCMPaBNATb UX HE HY>KHO.

4.4.1 3anuchk ceaHca

Jlia 3anucu BamMx JeUCTBUM NPU OOHOBJIEHNMU HACTOATEJIBHO PEKOMEHJyeM HCIOJIb30BaTh MpOrpaM-
My /usr/bin/script. B aTOM ciiyuae, py BOZHUKHOBEHHHU KaKUX-TH00 MpobJieM y Bac OGyAeT XypHas
MPOM3OIIEIINX COOBITUH, U eCcJIM IOHAJ0OUTCA, BB CMOXeTe BKJIIOUUTD 3Ty MHGOPMAIUIO B OTYET 06
omubOke. YTOOBI HayaTh 3aIMCh, BBIOJIHUTE KOMaHAY:

# script -t 2>~/upgrade-busterstep.time -a ~/upgrade-busterstep.script

n noxoxyto. [Ipu nepesamnycke 3amucu (HarpuMep, pyY fepe3arpyske CUCTEMY) UCIIOJIb3YITe ApY-
roe 3HaYeHUE BMECTO step, YTOOBI pa3jnvaTh IPOTOKOJIUpyeMble maru. He pasmeriaiite ¢aiii ¢ 3amu-
CbI0 BO BpEMEHHBIX KaTajlorax, Takux Kak /tmp U /var/tmp (¢pailibl B 5TUX KaTasorax MoryT OBITb
yAaJieHbl py OOHOBJIEHUU WJIU Ilepe3arpyske).

3amuch TakXke MOMOXET BaM MPOYUTATh MH(OOpPMALMIO, KOTOPAs BHIILIA 3a Mpefesibl dKkpaHa. Ec-
JI1 BB HAXOJUTECh Mepes] MOHUTOPOM KOMIIBIOTEPA MPOCTO MepPeKIIYNTECh HA BTOPYI0 KOHCOJIb VT2
(maxaB Alt+F2) u, Bolad B cUCTEMY, 3allyCTUTE less —R ~root/upgrade-buster.script Aj
nmpocMoTtpa darina.

I[Tocsie 3aBepieHNsT OOHOBJIEHUSI MOXHO OCTAaHOBUTD Script, HabpaB exit B KOMaHIHO CTpPOKe.

apt will also log the changed package states in /var/log/apt/history.log and the terminal
output in /var/log/apt/term. log. dpkg will, in addition, log all package state changes in /var/
log/dpkg. log. If you use aptitude, it will also log state changes in /var/log/aptitude.
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Ecoim mapamMeTpoM K script ykasaTs -t, TO BBl CMOXeTe BOCIIOJIb30BaThCA MPOrpaMMoli scriptreplay
[T IOBTOpA BCETO CceaHca:

# scriptreplay ~/upgrade-busterstep.time ~/upgrade-busterstep.script

4.4.2 OOHOBJIeHHE CIIHCKa ITaKeTOB

Bo-nepBbIX, Hy’)KHO OOHOBUTD CIIMCOK JOCTYIIHBIX IaKeTOB HOBOI'O BHIMyCKa. JTO fejlaeTcs KOMaHOoH:

# apt update

3AMEYAHUE

Users of apt-secure may find issues when using aptitude or apt-get. For apt-get,
you can use apt-get update --allow-releaseinfo-change.

4.4.3 IIpoBepka OOCTYIIHOI'O IPOCTPAHCTBA [Jis1 OOHOBJIEHUA

[Tepen o6HOBJIEHMEM Bcell cUCTeMBI, Kak onucaHo B Paspgen 4.4.5, ybeaurech, 4TO y Bac IOCTaTOYHO
MecTa Ha Aucke. CHayasa Bce HyXHBIe JJI YCTAaHOBKU MAaKeThl CKaYMBAIOTCA U3 CeTU U COXPAaHAITCA B
/var/cache/apt/archives (a Ha BpeMs cKaulBaHU:A, B ToAKaTaJor partial /), IO3TOMY BBl JOJIXK-
HBI IPOBEPUTH MECTO Ha pasfeJsie, KOTOPHIN COAEPXUT /var/, TaK Kak Tyfa OyAyT BpeMeHHO 3amucaHbl
3arpy>xeHHEbIe ITaKeThl /I yCTaHOBKU. Ilocsie 3arpy3ku BaM, BepOATHO, IOHAJ0OUTCS AOMOJIHUTEIbHOe
MecTO B APYrux paspenax (aiiyjioBoll cucTeMsl [Jis yCTaHOBKYU OOHOBJIAEMBIX TAaKeTOB (CKOpee BCero,
OHU cTaJy 00JIbllle) ¥ HOBHIX IAKeTOB, KOTOPBIe OyAyT yCTaHOBJIEHHB U3-3a OOHOBJIeHUH. Ecyiu B cucre-
Me He OyJeT IOCTaTOYHOTO MecCTa, TO B KOHEUYHOM CUETE 3TO MPUBEHET K HEIOJTHOMY OOHOBJIEHUIO, UTO
rnosgHee ObIBaeT CJIOXXKHO UCIPABUTB.

apt can show you detailed information about the disk space needed for the installation. Before
executing the upgrade, you can see this estimate by running:

# apt —-o APT::Get::Trivial-Only=true full-upgrade

[ ... ]

XXX upgraded, XXX newly installed, XXX to remove and XXX not upgraded.
Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

3AMEYAHUE

Ke Mo NpuvyMHaM, onucaHHbIM ganee. B aTom cnyyae, 3anyck KOMaHabl OLEHKU ONC-
KOBOrO NMPOCTPAHCTBA HY>XHO NPOBECTM MOCNE BbINOAHEHNS MUHUMANBHOTO OBHOB-
neHnsi cuctembl (cM. Paspen 4.4.4) v obHoBNeHUS sapa.

3anyck aToi KoMaHapl B Ha4asne npouecca 06HOBNEHMS MOXeT MPUBOANTL K OG-

If you do not have enough space for the upgrade, apt will warn you with a message like this:

E: You don’t have enough free space in /var/cache/apt/archives/.

B sToMm citygae ocBoboauTe MecTo 3apaHee. Bel MoxeTe:
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« Remove packages that have been previously downloaded for installation (at /var/cache/apt/
archives). Cleaning up the package cache by running apt clean will remove all previously
downloaded package files.

« Remove forgotten packages. If you have used aptitude or apt to manually install packages in
stretch it will have kept track of those packages you manually installed, and will be able to mark
as redundant those packages pulled in by dependencies alone which are no longer needed due to
a package being removed. They will not mark for removal packages that you manually installed.
To remove automatically installed packages that are no longer used, run:

# apt autoremove

CyIecTBYIOT U Apyrie WHCTPYMEHTHI Ui OIpeesieHUs] HENCIIOJIb3yeMBIX IIaKeTOB, HAIPUMED,
deborphan, debfoster u cruft. He ymanaiite moapsa Bce MakeThl, HAMAEHHbIE TAKUMUH UHCTPY-
MeHTaMU (B 0CO6eHHOCTH, ecJIM IIPU 3allycKe BBl yKa3aJid lapaMeTphl, OTJIMYHbEIE OT YMOJT4aTe Ib-
HBIX), YTOOBI He YOAJIUTh YTO-HUOYIb HyXHOe. HacToATebHO peKoMeHIyeM Tepe]] yaaJieHHueM
BHUMATEJIBHO NMPOCMOTPETh CIUCOK MPEeJIOKEHHBIX MAaKeTOB (IPOYecTh OMKCAHKE, TOCMOTPETh
Bxopsmre Gaisibl U pa3Mep).

* YanuTh makeThl, KOTOPble 3aHUMAI0T CJIUIIKOM MHOTO MeCTa U B JaHHBII MOMEHT He HYXHHI (BbI
BCEer/ia MOXeTe YCTAaHOBUTH UX CHOBA MocJie 06HOBIeHUs). Ecyii ycTaHOBJIEH makeT popularity—-contest,
TO BBl MOXXETE HCII0JIb30BaTh KOMaHAY popcon-largest-unused 111 oJTyYeHNs CIMCKA HEUCITOJIb-
3yeMbIX ITAaKeTOB, KOTOPhIe 3aHMMAIOT OO0JIbllle BCEro MecTa. Bel MoXkeTe HaliTH MaKeThbl, KOTOPBIE
3aHUMAIOT OOJIBIIE BCETO UCKOBOTO MPOCTPAHCTBA ¢ moMoIbio dpigs (13 makera debian-goodies)
WM wajig (3amycTuB wajig size). Takxe BB MOXeTe IOJIYIUTh CIMCOK [TAKeTOB, KOTOPHIE 3a-
HUMAaT GOJIbIlle BCETO MeCTa, C TOMOINbI0 aptitude. 3anmyctute aptitude B pexiume MOJIHO-
(YHKIIMOHAJIBPHOTO TepMUHasa, Beioepute OkHa — HOBBII IIOCKUIT CITHCOK MAKeTOB, HAXMUTE 1
U BBeQUTe ~1i, HAXMHTe S U BBeiuTe ~installsize. [Toce 3TOro BH nojayyuTe yAOOHBIN CITU-
COK, C KOTOPBIM MOXeTe opaboTaTh.

* Yaanuth nepeBoAs! U ¢aiiyibl JIOKaJIU3aliy U3 CUCTEMBI, eCJIi OHU HEeHYXXHBL. BBl MoXeTe ycTaHo-
BUTh U HACTPOUTH MAKeT localepurge, KOTOPHIE IOMOXET YIAJIUTh HEUCIIOJIb3yeMBIE CUCTEM-
HBIe JIOKJIU. DTO COKPATUT HCIIOJIb30BaHNE IICKOBOI'O MPOCTPAHCTBA B /usr/share/locale.

* BpemeHHO IlepeHecTH Ha JpYryio MalllHy WIN YOJIUTh CUCTeMHBIe XKypHaJIbl U3 /var/log/.

+ Hcnosib30BaTh BpeMeHHBIN KaTasior /var/cache/apt/archives: BBl MOXeTe UCIIOJIb30BaTh Bpe-
MeHHBIN KaTaJioT o[ K31l Ha Apyrou ¢aiioBo cucteme (USB-HOcUTe1e, BpeMeHHO MOAKJTI0OUEH-
HOM XECTKOM JIMCKe, yXe HCI0JIb3yeMoil (HaliyioBoii cucTeMe, ...).

3AMEYAHUE

He ucnonbayiite dparinoesle cuctembl NFS, Tak kak npu 06HOBNEHWUN MOTYT
BO3HUKHYTb Nepebou B paboTte cetu.

Hanpuwmep, eciu y Bac ectb USB-I1cK, CMOHTUPOBAaHHHIN B /media/usbkey:

1. Ypanurte nakeTtsl, KOTOpble ObLIM CKayaHbl IPX YCTAHOBKE paHee:

# apt clean

2. Ckomnupyiite KaTanor /var/cache/apt/archives Ha USB-nuck:

# cp —ax /var/cache/apt/archives /media/usbkey/
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3. CMoHTUPYIiTe BpeMeHHEBII KaTaJIor KaIa:

# mount --bind /media/usbkey/archives /var/cache/apt/archives

4. Tlocse 0GHOBJIEHNS BOCCTAHOBUTE OPUTHMHAJIBHEIN KaTajor /var/cache/apt/archives:

# umount /media/usbkey/archives

5. Ynanure ocraBmiuiics /media/usbkey/archives.

MoOXHO cO37aTh BpEMEHHBIN KaTaJIoT K3I1a B JIlo00 (HaiioBOH crcTeMe, yXKe CMOHTHPOBAHHON B
CHCTeMe.

* BBIIIOJTHUTH MUHHUMAaJIbHOE 0OHOBJIeHMe cricTeMbl (cM. Pasfent 4.4.4) niu yacTuuyHoe OOHOBJIEHUE,
a 3aTeM II0JIHOe OoOHOBJIeHUe. ITocjie YacTUYHOIO OOHOBJIEHNS MOXKXHO OYMCTUTH K3III ITAKETOB U
MPUCTYTUTH K MOJTHOMY OGHOBJIEHUIO.

Note that in order to safely remove packages, it is advisable to switch your APT source-list files back
to stretch as described in Pazgen A.2.

4.4.4 MwuHuMaJibHOe OOHOBJIEHHE CUCTEMBI

B HeKOTOpHIX CIydYasx BHIIOJIHEHHE Cpa3y MOJIHOTO 0OHOBJIeHMA (KakK ONMCAHO Jajiee) MOXeT MpUBe-
CTU K yJajeHu1o O60JIBIIIOTO YKcJia IaKkeToB, KOTOPBIe BBl XOTUTE OCTaBUTh. [103TOMy MBI peKOMeHyeM
MPOU3BOAUTh OOHOBJIEHNUE B JiBe CTaUM — CHavyajla MUHUMaJIbHOe 0OHOBJIEHNE, YTOOBl pa3obpaThCs C
KOH(QJIMKTaMM, a 3aTeM oJIHOe 0OHOBJIeHNe, Kak onucaHo B Pa3gen 4.4.5.

JlJ1s 3TOr0 CHavasia BHITIOJTHUTE:

# apt-get upgrade

OTo mpuBeAET K OOHOBJIEHUIO TOJIBKO TEX MAKETOB, KOTOPBIE MOXHO OOHOBUTH 6€3 HEOOXOJUMOCTH
yAaJIeHus WU YCTAHOBKY IPYTUX MAKETOB.

MuHMMabHOE OGHOBJIEHHE CHCTEMBI TAaKXKe MOXET OKa3aThCs IOJIE3HBIM, €CJIU B CHCTEME MaJio
cBOOOAHOrO MecTa U NOJIHOe OOHOBJIEHNE 3aITyCTUTh U3-32 3TOI'0 HEBO3MOXHO.

If the apt-1istchanges package is installed, it will (in its default configuration) show important
information about upgraded packages in a pager after downloading the packages. Press q after reading
to exit the pager and continue the upgrade.

4.4.5 OOHOBJIEHHE CHUCTEMBbI

[Tocsie BeITTOJTHEHUA NpeAbIAYIIVX IIaroB T€nepb MOXHO IIPUCTYIINUTD, COGCTBEHHO, K 00HOBJIeHUI0. BbI-
IIOJIHUTE KOMaHOy:

# apt full-upgrade

OTa KOMaH[a IPOU3BEAET MOJIHOE OOHOBJIEHNE CUCTEMBI, YCTAHOBUB MOCJIEAHME JOCTYIIHbIE BEPCUU
BCEX NAKETOB U PAa3peLINB BCEX N3MEHHBIINECA MEXAY BBITyCKaMU 3aBUCUMOCTHU. [Ipyu HEOGXOAMMOCTHU
O6yayT yCTaHOBJIEHBI HOBbIE MaKeTHl (OOBIYHO, 3TO HOBBIE BepcUM GMOJIMOTEK WM NeperMeHOBaHHbBIe
MaKeThl) U yAaJIeHBl BCe BHI3bIBAIOIINE KOHMIMKTH yCTapeBIINe MaKeTHI.

[Ipu o6HOBJIEHNU ¢ Habopa KOMMAaKT-AuckoB, DVD wmiu guckoB Blu-ray cucTtemMa HECKOJIBKO pa3
MOIIPOCUT BAaC BCTAaBUTh B IPUBOJ COOTBETCTBYIOIMIUI AUCK. BO3MOXHO, BaM NpUIETCA BCTABJIATh OOUH
Y TOT XX€ IUCK HECKOJIPKO pa3. DTO BHI3BAHO TEM, YTO B3aUMOCBA3aHHBIE TAKETHl MOT'YT HAXOJUThC HA
Pa3HbBIX AUCKaX.

New versions of currently installed packages that cannot be upgraded without changing the install
status of another package will be left at their current version (displayed as «held backy). This can be
resolved by either using aptitude to choose these packages for installation or by trying apt install
package.
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4.5 Bo3MoXxHbIe Ipo6JieMbl BO BpeMs 00HOBJIEHUA

B cirenyromem pasjiesie ONnrcaHbl U3BECTHBIE [TPOOJIEMBI, KOTOPhIE MOT'YT BO3HUKHYTD [IPU OOHOBJIEHUH
o buster.

4.5.1 Dist-upgrade 3aBepmaetcs c omu6koi «Could not perform immediate configuration

In some cases the apt full-upgrade step can fail after downloading packages with:

E: Could not perform immediate configuration on ’'package’. Please see man 5 apt.
conf under APT::Immediate-Configure for details.

If that happens, running apt full-upgrade -o APT::Immediate-Configure =0 instead should allow
the upgrade to proceed.

Another possible workaround for this problem is to temporarily add both stretch and buster sources
to your APT source-list files and run apt update.

4.5.2 Oxunaemsle ynajieHUs

B mporiecce o6HOBIIeHNs 10 buster MoxeT noTpeGoBaThCs YAAIUTh IakKeTHl B cucteMe. TOYHBIN cIu-
COK TmakeToB OyJieT 3aBHCeTh OT Habopa yCTaHOBJIEHHBIX B CHCTeMe ITakeTOB. B JaHHOM OOKyMeHTe
JaHblI o0mue coBeTh 00 yAaJIeHnHy, HO eCjIi y Bac UMEeITCA COMHEHNs, TO Nepef TeM Kak IIPOJOJIKUTD,
peKoMeH[yeTcs IPOBepUTh BCe MaKeThl, KOTOpHIe IpeAJsiaralTcsa K yaajieHuio. JIomoJIHNUTeIbHYI0 HH-
dopmarmio 06 ycrapeBmux makerax B buster cm. B Paznen 4.8.

4.5.3 KoH(JIUKTHI WU 3allUKJIUBAHNE B TPEOOBAHUAX IpeABapUTEJIBHOM yCTa-
HOBKH

Sometimes it’s necessary to enable the APT: : Force-LoopBreak option in APT to be able to temporarily
remove an essential package due to a Conflicts/Pre-Depends loop. apt will alert you of this and abort
the upgrade. You can work around this by specifying the option -0 APT: :Force-LoopBreak=1 on
the apt command line.

It is possible that a system’s dependency structure can be so corrupt as to require manual intervention.
Usually this means using apt or

# dpkg —-remove package_name

YTOOBI yAaajJnuTb «l'IpO6J'IeMHbIe)> maxkeThbl NJIN
# apt —-f install
# dpkg --configure --pending
B ‘-IpeBBbI‘lafIHbIX CJIydasx BaM MOXET HOTpeGOBaTbCH MMpyuHyAUTEJIbHAA MepeyCTaHOBKa KOMaH}lOfI

THUIIa

# dpkg —-—-install /path/to/package_name.deb

4.5.4 ®@aitioBbie KOH(MIIUKTHI

[Tpu 06HOBJIEHNU C «IUCTOTOY Stretch kKoHGIMKTOB (aiijIoB OBITH He JOJIKHO, HO OHU BIIOJTHE BO3MOJXHEI,
€cJii y Bac yCTaHOBJIeHb HeoduinaabHble amantaruu (backports). Ipu koHbJvKTe (aiiyioB HOSABIIA-
IOTCSI OIIINOKM:
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Unpacking <package-foo> (from <package-foo-file>)

dpkg: error processing <package-foo> (-—-install):

trying to overwrite ‘<some-file-name>’,

which is also in package <package-bar>

dpkg-deb: subprocess paste killed by signal (Broken pipe)
Errors were encountered while processing:

<package—-foo>

KoH®MKT ¢aiijioB MOXXHO MOMBITAThCS PA3pelIUTh IPUHYIUTEIbHBIM y1aJIeHHEeM IaKeTa, yKa3aH-
HOTO B nocstedHeli CTPOKe COOOBITeHsI 06 onnoKe:

# dpkg -r --force-depends package_name

After fixing things up, you should be able to resume the upgrade by repeating the previously described
apt commands.

4.5.5 H3MeHeHHe HACTPOEK

Bo BpeMs oOHOBJIeHUA cucTeMa OyJeT 3aJaBaTh BOIIPOCHL O HAacTPOIKe WJIM llepeHacTpolike HeKOTO-
pbix makeToB. Ecyiu Bac cpocsaT, HyXHO JI 3aMeHUTb KaKou-To ¢aiii B karajore /etc/init.d umm
/etc/manpath.config, Bepcuel, NpeoCTaBJIeHHON CONPOBOXAAIOIIUM [TaKeTa, OOBIYHO cJleAyeT OT-
BETUTH «a», IIOCKOJIbKY MHave OyAeT HapylleHa I[eJIOCTHOCTh CUCTeMBI. BEl Bcerfja cMoxeTe BepHYTh
cTapble HaCTPOMKH, IOTOMY 4TO IMpeAsiayliie (aiiyibl HacCTPOUKU OyIyT COXpaHEeHHl C paclipeHreM
.dpkg-old.

Eci BB He 3HaeTe, 4TO JiejiaTh, 3aNUIINTE UMJ MMakeTa win (aita u pasbepurech ¢ MpobdIeMoit
nosaHee. HopManuio, BEIBOAUBILYIOCS Ha 3KpaH BO BpeMs OOHOBJICHU, BBL CMOXXeTe HalTU B Qaiisie
3alucu MporpaMMHI script.

4.5.6 Vi3MeHeHHe KOHCOJIH ceaHca

If you are running the upgrade using the system’s local console you might find that at some points
during the upgrade the console is shifted over to a different view and you lose visibility of the upgrade
process. For example, this may happen in systems with a graphical interface when the display manager
is restarted.

YTO6B BOCCTAHOBUTH KOHCOJIb, HA KOTOPOU 3amyiieHo oOHoBJieHue, Haxmure Ctrl+ Alt+F1 ms
nepexo/ia 06paTHO HA BUPTYaJIbHEIN TepMuHai 1 (ecyiu BB BUAUTE rpaduyecKril 3KpaH BX0Ia B CUCTe-
My) uiu ucmnosb3yite Alt+F1 (ecsu BB BUAWTE JIOKAJIBHYIO KOHCOJIb B TEKCTOBOM peXuMe). Bmecto
F1 HaxmuTe QYHKIMOHAIBHYIO KJIABHUIY ¢ HOMEpOM BHPTYaJIbHOTO TepMUHAJIa, B KOTOPOM 3alylie-
HO 06HOBJIeHHMe. TakXke BBl MOXETe MCIOb30BaTh Alt+ cTpesika BiieBo win Alt+ cTpeska BIpaBo IJis
MEPEKJTIOUEHUs MeXAy TEPMUHAJIAMU B TEKCTOBOM PEXHME.

4.6 OOHOBJIEHME ANPAa U COILYTCTBYIOLUIUX [TaKETOB

B sTOM paznese onrcaHo kak 0OHOBUTH AMIPO U yKa3aHbl NOTeHI[aJIbHBIE TPO6JIeMB], CBA3aHHBIE C 5TUM.
BBl MOXeTe YCTaHOBUTh OOUH M3 IMAKeTOB 1inux—image—*, nmpegocrapyeHHbx Debian, niu ckommnu-
JIIPOBAaTh ANPO U3 UCXOAHOTO KOAA CAMOCTOATEJIbHO.

3ameTtuM, 4TO 6oJiblIasA YacTh MH(pOpMaLy paszesia OCHOBaHA Ha NPeNoJIOKeHNH, YTO BBl OyAeTe
HCII0JIh30BaTh OAHO M3 MOy IbHBIX sAfep Debian BMecTe ¢ initramfs-tools u udev. Eciu Bol Oyjere
HCIIOJIb30BaTh CBOE COOCTBEHHOE AP0, KOTOpoMy He Tpebyetcs initrd, wiam BH HcHoJib3yeTe APYroun
reHepatop initrd, To HekoTopas uHMOPMAIHA MOXET OBITh JJIA BaC HeCyLleCTBEHHA.

4.6.1 YcraHoBKa MeTamakera sAnpa

When you full-upgrade from stretch to buster, it is strongly recommended that you install a linux-image-
* metapackage, if you have not done so before. These metapackages will automatically pull in a newer
version of the kernel during upgrades. You can verify whether you have one installed by running:
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A

# dpkg -1 ”linux—-image*” | grep "ii | grep -i meta

Ecou B pe3yJibTare BBl HUYEro He YBHUEJM, TO BaM HYXHO YCTAHOBUTH HOBHIH MmakeT linux-image
BPYYHYI0, JTUOO YCTAHOBUTHh MeTamnakeT linux-image. UTOOB yBUETh CIIMCOK JOCTYITHBIX METAalaKeTOB
linux-image, BbIIOIHUTE:

# apt—-cache search linux-image- | grep -i meta | grep -v transition

If you are unsure about which package to select, run uname -r and look for a package with a similar
name. For example, if you see «4 . 9. 0-8—amd 64y, it is recommended that you install 1 i nux-image—amdé64.
You may also use apt to see a long description of each package in order to help choose the best one
available. For example:

# apt show linux-image-amdé64

You should then use apt install to install it. Once this new kernel is installed you should reboot
at the next available opportunity to get the benefits provided by the new kernel version. However, please
have a look at Pazzesn 5.1.13 before performing the first reboot after the upgrade.

For the more adventurous there is an easy way to compile your own custom kernel on Debian. Install
the kernel sources, provided in the 1inux-source package. You can make use of the deb-pkg target
available in the sources’ makefile for building a binary package. More information can be found in the
Debian Linux Kernel Handbook (https://kernel-team.pages.debian.net/kernel-handbook/),
which can also be found as the debian-kernel-handbook package.

If possible, it is to your advantage to upgrade the kernel package separately from the main full-upgrade
to reduce the chances of a temporarily non-bootable system. Note that this should only be done after
the minimal upgrade process described in Pa3gen 4.4.4.

4.7 TloaroToBKa K CJeAYIOIIeMy BBITYCKY

I[HH IIOATOTOBKHU K CJIEAYIOLIEMY BBIIIYCKY IIOCJIE O0OHOBJIEHUSI MOXHO caeiaTb HECKOJIBKO BeH.Ieﬁ.

* YpganuTe ycTapeBlire U HeMCIOoJIb3yeMble IaKeThl, Kak 3To onucaHo B Paznen 4.4.3 u Pazgen 4.8.
IIpoBepnTe, Kakue (ailjibl HACTPOEK OHU KCIIOJIb30BAJIM U MOAyManTe HaJ BBHIUYMCTKON IaKeToB
BMecTe ¢ ux (daiyiamu HacTpouku. Takxe cm. Pazgern 4.7.1.

4.7.1 BpIYKCTKA yAAJIEHHBIX IAKETOB

Kak mpaBuiio, pekoMeH1yeTcs BRIYUCTUTD YaJIEHHbIE [TAaKeThL. DTO 0COOeHHO CIIpaBe/JINBO B CJTyvae, ec-
JI1 OHU OBLTN yAaJieHbl IPU OOHOBJIEHUM 60Jiee paHHEero BhIycKa (Hamp., Ipu 0OHOBJIeHUH A0 stretch),
WJIN ecJId OHU OBUIM MpefoCTaBJIeHbl TPEThHMM JInllaMu. B yacTHOCTH, cTaphle clieHapuu init.d Moryt
BBI3BIBATh NPOOGJIEMEL

[IPEJOCTEPEXEHHUE

@ BblunieHne nakeTos, Kak npasunno, NpUBOONUT TakXe U K BblHULWEHNIO cpa|7|nos Xyp-
HanoB, BO3BMOXHO BaM n0Tpe6yeTc;| caenatb X pe3epBHble KOoMnuu.

Creqtyromiyie KOMaH/Ibl 0OTOOPaXaloT CHMCOK BCEX YAAJIEHHBIX MAKETOB, YbM (hAIJIBI HACTPOUKU BCE
ellé ocTamTca B cucteMe (ecjid TAKOBbIE IMEIOTCA):
# dpkg -1 | awk ’'/“rc/ { print $2 }’

The packages can be removed by using apt purge. Assuming you want to purge all of them in one
go, you can use the following command:
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# apt purge $(dpkg -1 | awk ’'/“rc/ { print $2 }’)

Ecyii BB Miciosib3yeTe apt itude, BBl MOXeTE UCIOJIb30BaTh CJIEAVIONINE aJlbTepPHATHUBH IPUBEEH-
HBIM BBIIIIE KOMaHdaM:

# aptitude search ’~c’
# aptitude purge ’

’

~C

4.8 YcrapesBuiue nakeTbl

BMmecTe ¢ mosiBJIeHHeM MHOXeCTBA HOBBIX ITAKETOB, M3 buster 6bLJI0 y1aIeHO JOBOJIBHO MHOT'O NTAKETOB,
KOTOpHIe BXoAWIU B stretch. J[71 Takux ycTapeBIIMX NAaKeTOB BO3MOXHOCTH OOHOBJIeHUA HeT. Huuto
He MeIlIaeT BaM MPOJOJDKATh IOJIb30BAThCA YCTAPEBIINMH MAKeTaMU, HO MPUOJIU3UTEIBHO Yepe3 rof
mocJte Berxofa buster ITpoekt Debian 06sr9HO mpekpalaeT BHITyCKaTh AJIS HUX HCIIpaBJieHus 6e3omac-
HOCTH®, M OKa3bIBaTh JPYTYI0 CBOEBPEMEHHYIO TIOIIEPKKY. PEKOMEHyeTCs1 3aMEHUTD UX Ha JOCTYIIHbIE
aJIbTepHATUBHBIE MTAKETHl (€C/IM TAKOBBIE UIMEIOTCH).

[TakeT MOXeT GBITh YAQJIEH U3 NUCTPUOYTHBA II0 MHOI'MIM NIPUYMHAM: pa3paboTka NporpaMMel Ipe-
KpallleHa, TakeT HeMHTepeceH HUKOMY 13 pa3paborunkoB Debian, mporpamma BeITECHEHA APYyrow, 60-
Jee GYHKIMOHAIBHON MPOrpaMMON UJTU BEPCHEeH MTPOTPaMMBI, [TAKeT COAEPXKUT OMNOKH, 13-32 KOTOPHIX
IoKa He MOXeT OBITh BKJIIOUEH B buster. B mocyiefHeM ciiydae makeT MOXeT OBITh JOCTYIIEH B «HECTa-
OUJIbHOI» BETBU AUCTPUOYTHBA.

Some package management front-ends provide easy ways of finding installed packages that are
no longer available from any known repository. The aptitude textual user interface lists them in the
category «Obsolete and Locally Created Packagesy, and they can be listed and purged from the commandline
with:

# aptitude search ’~o’
# aptitude purge ’'~o’

B cucteme orcnexuBanus ommnbok Debian (https://bugs.debian.org/) 3a4acTyi CONEpXKUT-
Cs AOTOJIHUTEIbHASA NHQOpManUs 0 MPpUYMHAX yaajleHus nakeTa. [IpocMoTpuTe apxXuB COOOIIEHUE 00
oImMOKax MHTEPECYIOLIETO BaC MAKETA, a TAKXKE apXUBUPOBAHHBIE OIIUOKY Ha riceBo-maket ftp.debian.org
(https://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=ftp.debian.org&archive=yes).
Crrcok ycTrapeBlIMX IIaKeTOB [JIA BhIIycKka Buster MoxHoO nmpocmoTpets B Pasnen 5.1.11.

4.8.1 Transitional dummy packages

Some packages from stretch may have been replaced in buster by transitional dummy packages, which
are empty placeholders designed to simplify upgrades. If for instance an application that was formerly a
single package has been split into several, a transitional package may be provided with the same name
as the old package and with appropriate dependencies to cause the new ones to be installed. After this
has happened the redundant dummy package can be safely removed.

The package descriptions for transitional dummy packages usually indicate their purpose. However,
they are not uniform; in particular, some «dummy» packages are designed to be kept installed, in order
to pull in a full software suite, or track the current latest version of some program. You might also find
deborphan with the -—guess-* options (e.g. ——guess—dummy) useful to detect transitional dummy
packages on your system.

SWnu npu nossnennu HoBoro Bhimycka Debian. OGHIYHO MOJ/IEPKKY MOJTy4aloT OJIHOBPEMEHHO He 6oJiee BYX CTaGMIIbHBIX
BHIITYCKOB.
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I'staBa 5

YTo HyXHO 3HaTh 0 buster

WHoraa u3MeHeHUsA, BHECEHHBIE B HOBBIN BHITYCK, IPUBOAAT K MOOOYHBIM d(ddeKTaM, KOTOPHIX HeJib-
351 n3bexaTh 0e3 MOsABJIEHMA OLIMOOK rie-TO emé. DTOT pa3fesl ONMChIBaeT MpoOJIeMBl, KOTOpPHIE yXe
K3BecTHHI HaM. IIpounTaiiTe TakXe CIIICOK M3BECTHBIX OMIMOOK, COOTBETCTBYIOIIYIO0 TOKYMEHTAIUI0 Ha
MakKeThbl, OTYETH 00 ommbKax U APyrylo nHpopMaluio, ykazaHHyio B Paznen 6.1.

5.1 KonkperHble maru o6HOBJIeHUA OJia buster

B manHOM pasjiejie OMMCHIBAIOTCA IIary 0OHOBJIeHUS ¢ stretch ;10 buster

5.1.1 s390x ISA raised to z196

The baseline ISA of the s390x port has been raised to z196. This enables Debian to support packages
like rust, go and nodejs, which do not support older ISAs.
As a consequence people should not upgrade to buster if they have an older CPU.

5.1.2 Hidepid mount option for procfs unsupported

Using the hidepid mount option for /proc is known to cause problems with current versions of
systemd, and is considered by systemd upstream to be an unsupported configuration. Users who have
modified /etc/fstab to enable this option are advised to disable it before the upgrade, to ensure
login sessions work on buster. (A possible route to re-enabling it is outlined on the wiki’s Hardening
(https://wiki.debian.org/Hardening#Mounting_.2Fproc_with_hidepid) page.)

5.1.3 ypbind fails to start with -no-dbus

The default options of ypbind have changed. However, if you have modified this file the old default
will not be updated and you must make sure that the YPBINDARGS= option in /etc/default/nis
does not include -no-dbus. With —-no—dbus present, ypbind will fail to start, and you may not be able
to log in. For more info see bug #906436 (https://bugs.debian.org/906436).

5.1.4 NIS server does not answer NIS client requests by default

The default behavior of rpcbind has changed to no longer answer remote calls from NIS clients. On
NIS servers you will need to add the (Debian-specific) —r flag to the command line options of rpcbind,
otherwise users will not be able to log into your NIS client machines. For more info see bug #935492
(https://bugs.debian.org/935492).

5.1.5 sshd fails to authenticate

The semantics of PubkeyAcceptedKeyTypes and the similar HostbasedAcceptedKeyTypes options
for sshd have changed. These now specify signature algorithms that are accepted for their respective
authentication mechanism, where previously they specified accepted key types. This distinction matters
when using the RSA/SHA2 signature algorithms rsa-sha2-256, rsa-sha2-512 and their certificate
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counterparts. Configurations that override these options but omit these algorithm names may cause
unexpected authentication failures.
No action is required for configurations that accept the default for these options.

5.1.6 Daemons fail to start or system appears to hang during boot

Due to systemd needing entropy during boot and the kernel treating such calls as blocking when
available entropy is low, the system may hang for minutes to hours until the randomness subsystem
is sufficiently initialized (random: crng init done). For amd64 systems supporting the RDRAND
instruction this issue is avoided by the Debian kernel using this instruction by default (CONFIG_RANDOM_TRUST_CPU).
Non-amd64 systems and some types of virtual machines need to provide a different source of entropy
to continue fast booting. haveged has been chosen for this within the Debian Installer project and may
be a valid option if hardware entropy is not available on the system. On virtual machines consider
forwarding entropy from the host to the VMs via virtio_rng.
If you read this after upgrading a remote system to buster, ping the system on the network continuously
as this adds entropy to the randomness pool and the system will eventually be reachable by ssh again.
See the wiki (https://wiki.debian.org/BoottimeEntropyStarvation)and DLange’s overview
of theissue (https://daniel-lange.com/archives/152-hello-buster.html) for other options.

5.1.7 Migrating from legacy network interface names

If your system was upgraded from an earlier release, and still uses the old-style network interface names
that were deprecated with stretch (such as eth0 or wlan0), you should be aware that the mechanism of
defining their names via /etc/udev/rules.d/70-persistent—net.rules is officially not supported
by udev in buster (while it may still work in some cases). To avoid the danger of your machine losing
networking after the upgrade to buster, it is recommended that you migrate in advance to the new
naming scheme (usually meaning names like enp0s1 or wlp2s5, which incorporate PCI bus- and slot-
numbers). Take care to update any interface names hard-coded in configuration for firewalls, i fupdown,
and so on.

The alternative is to switch to a supported mechanism for enforcing the old naming scheme, such as
a systemd .1link file (see systemd.link(5) (https://manpages.debian.org/buster/systemd.
1link)). The net.ifnames=0 kernel commandline option might also work for systems with only one
network interface (of a given type).

To find the new-style names that will be used, first find the current names of the relevant interfaces:

$ echo /sys/class/net/[ew]*

For each of these names, check whether it is used in configuration files, and what name udev would
prefer to use for it:

$ sudo rgrep -w eth0 /etc
$ udevadm test-builtin net_id /sys/class/net/eth0 2>/dev/null

This should give enough information to devise a migration plan. (If the udevadm output includes an
«onboardy or «sloty name, that takes priority; MAC-based names are normally treated as a fallback, but
may be needed for USB network hardware.)

Once you are ready to carry out the switch, disable 70-persistent-net.rules either by renaming
it or by commenting out individual lines. On virtual machines you will need to remove the files /etc/
systemd/network/99-default.link and (if using virtio network devices) /et c/systemd/network/
50-virtio-kernel-names.link. Then rebuild the initrd:

$ sudo update-initramfs -u

and reboot. Your system should now have new-style network interface names. Adjust any remaining
configuration files, and test your system.

See the wiki (https://wiki.debian.org/NetworkInterfaceNames), upstream documentation
(https://www.freedesktop.org/software/systemd/man/systemd.net-naming-scheme.html),
and the udev README . Debian for further information.
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5.1.8 Module configuration for bonding and dummy interfaces

Systems using channel bonding and/or dummy interfaces, for instance to configure a machine as a
router, may encounter problems upgrading to buster. New versions of systemd install a file /1ib/
modprobe.d/systemd. conf (intended to simplify configuration via systemd-networkd) which contains
the lines

options bonding max_bonds=0
options dummy numdummies=0

Admins who were depending on different values will need to ensure they are set in the correct way
to take precedence. A file in /etc/modprobe.d will override one with the same name under /1ib/
modprobe.d, but the names are processed in alphabetical order, so /1ib/modprobe.d/systemd.
conf follows and overrides (for instance) /et c/modprobe.d/dummy . conf. Make sure that any local
configuration file has a name that sorts after «systemd. conf», such as «/etc/modprobe.d/zz—1local.
conf».

5.1.9 OpenSSL default version and security level raised

Following various security recommendations, the default minimum TLS version has been changed from
TLSv1 to TLSv1.2.

The default security level for TLS connections has also been increased from level 1 to level 2. This
moves from the 80 bit security level to the 112 bit security level and will require 2048 bit or larger RSA
and DHE keys, 224 bit or larger ECC keys, and SHA-2.

The system wide settings can be changed in /etc/ssl/openssl.cnf. Applications might also
have an application specific way to override the defaults.

In the default /etc/ssl/openssl.cnf there is a MinProtocol and CipherString line. The
CipherString can also set the security level. Information about the security levels can be found
in the SSL_CTX _set_security_level(3ssl) (https://manpages.debian.org/buster/SSL,_CTX_set_
security_level (3ssl)) manpage. The list of valid strings for the minimum protocol version can be
found in SSI. CONF_cmd(3ssl) (https://manpages.debian.org/buster/SSL_CONF_cmd (3ssl)).
Other information can be found in ciphers(1ssl) (https://manpages.debian.org/buster/ciphers (1ssl))
and config(5ssl) (https://manpages.debian.org/buster/config(5ssl)).

Changing the system wide defaults in /etc/ssl/openssl.cnf back to their previous values can
be done by setting:

MinProtocol = None
CipherString = DEFAULT

It’s recommended that you contact the remote site if the defaults cause problems.

5.1.10 Some applications don’t work in GNOME on Wayland

GNOME in buster has changed its default display server from Xorg to Wayland (see Pazpmein 2.2.11).
Some applications, including the popular package manager synaptic, the default Simplified Chinese
input method, fcitx, and most screen recording applications, have not been updated to work properly
under Wayland. In order to use these packages, one needs to log in with a GNOME on Xorg session.

5.1.11 3acayxuBapliye BHUMaHUs yCTapeBUINe NaKeThl

Huxe IMPpUBOAUTCA CIIFICOK 3aCJIy’KMBAKOIIMX BHUMAHHNA yCTape€BHINX IMaKETOB (OHI/IcaHI/Ie cMm. B Pas-
nen 4.8).
B cnucok ycrapeBnx IakeToB BXOMAT CJIEAYIOLINE TaKeThI:

 The package mcelog is no longer supported with kernel versions above 4.12. rasdaemon can be
used as its replacement.

» The package revelation, which is used to store passwords, is not included in buster. keepass?2
can import previously exported password XML files from revelation. Please make sure you
export your data from revelation before upgrading, to avoid losing access to your passwords.
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 The package phpmyadmin is not included in buster.

* ipsec-tools and racoon have been removed from buster as their source has been lagging
behind in adapting to new threats.

Users are encouraged to migrate to 1ibreswan, which has broader protocol compatibility and is
being actively maintained upstream.

libreswan should be fully compatible in terms of communication protocols since it implements
a superset of racoon’s supported protocols.

+ The simple MTA ssmtp has been dropped for buster. This is due to it currently not validating TLS
certs; see bug #662960 (https://bugs.debian.org/662960).

» The ecryptfs—-utils package is not part of buster due to an unfixed serious bug (#765854
(https://bugs.debian.org/765854)). At the time of writing this paragraph, there was no
clear advice for users of eCryptfs, except not to upgrade.

5.1.12 YcrapeBuire KOMIOHEHTHI buster

B cienytomiem Boimycke Debian 11 (komoBoe ums bullseye) HekoTOpbie BO3MOXHOCTH ycTapesu. [1071b-
30BaTesIsAM TpebyeTcs MepeiTy Ha MCIO0JIb30BaHNe JPYTUX ajabTepHATUB, YTOOH M36exaTh MpobJeM C
ob6HoBJIeHreM 10 Debian 11.

W3MeHeHYs KOCHYJIUCH CJIEAYIOIUX BO3MOXHOCTEE:

+ Python 2 will stop being supported by its upstream on January 1, 2020 (https://www.python.
org/dev/peps/pep-0373/). Debian hopes to drop python-2.7 for Debian 11. If users have
functionality that relies on python, they should prepare to migrate to python3.

« Icinga 1.x is EOL upstream since 2018-12-31; while the icinga package is still present, users
should use the buster lifetime to migrate to Icinga 2 (i cinga?2 package) and Icinga Web 2 (i cingaweb?
package). The icinga2-classicui package is still present to use the Icinga 1.x CGI web interface
with Icinga 2, but the support for it will be removed in Icinga 2.11. Icinga Web 2 should be used
instead.

+ The Mailman mailing list manager suite version 3 is newly available in this release. Mailman has
been split up into various components; the core is available in the package mai 1man3 and the full
suite can be obtained via the mailman3-full metapackage.

The legacy Mailman version 2.1 remains available in this release in the package mailman, so you
can migrate any existing installations at your own pace. The Mailman 2.1 package will be kept
in working order for the foreseeable future, but will not see any major changes or improvements.
It will be removed from the first Debian release after Mailman upstream has stopped support for
this branch.

Everyone is encouraged to upgrade to Mailman 3, the modern release under active development.

» The packages spf-milter—-pythonand dkim-milter-python are no longer actively developed
upstream, but their more feature-rich replacements, pyspf-milter and dkimpy-milter, are
available in buster. Users should migrate to the new packages before the old ones are removed in
bullseye.

5.1.13 To, 4TO cJenyeT caejyaTh nocje OOHOBJIEHU U [0 Ilepe3arpy3ku
When apt full-upgrade has finished, the «formal» upgrade is complete. For the upgrade to buster,

there are no special actions needed before performing a reboot.

5.1.14 SysV init related packages no longer required
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3AMEYAHUE

This section does not apply if you have decided to stick with sysvinit-core.

After the switch to systemd as default init system in Jessie and further refinements in Stretch, various
SysV related packages are no longer required and can now be purged safely via

apt purge initscripts sysv-rc insserv startpar

5.2 OrpaHuyeHHus NOoAAepP>KKU 06€30MaCHOCTU

,[[J'IH HEKOTOPHBIX ITIaKETOB Debian He MmoxeT rapaHTHpOBAaTh KaKoU-JIMO0 MUHUMAaJIbHOM MoAOEPXKHU HC-
HpaBJ‘IeHI/Iﬁ 6e3onacHocTy. O TakUX MakKeTax HalKCcaHO B CJIeAyImuX pasagesiax.

3AMEYAHUWE

The package debian-security-support helps to track the security support
status of installed packages.

5.2.1 Security status of web browsers and their rendering engines

Debian 10 includes several browser engines which are affected by a steady stream of security vulnerabilities.
The high rate of vulnerabilities and partial lack of upstream support in the form of long term branches
make it very difficult to support these browsers and engines with backported security fixes. Additionally,
library interdependencies make it extremely difficult to update to newer upstream releases. Therefore,
browsers built upon e.g. the webkit and khtml engines' are included in buster, but not covered by
security support. These browsers should not be used against untrusted websites. The webkit2gtk
source package is covered by security support.

For general web browser use we recommend Firefox or Chromium. They will be kept up-to-date by
rebuilding the current ESR releases for stable. The same strategy will be applied for Thunderbird.

5.2.2 Go based packages

The Debian infrastructure currently doesn’t properly enable rebuilding packages that statically link
parts of other packages on a large scale. Until buster that hasn’t been a problem in practice, but with
the growth of the Go ecosystem it means that Go based packages won’t be covered by regular security
support until the infrastructure is improved to deal with them maintainably.

If updates are warranted, they can only come via regular point releases, which may be slow in
arriving.

5.3 IIpoGiseMsl ¢ OTAEeJIbHBIMM NaKeTaMUu

B GobIIMHCTBE cJTy4aeB OOHOBJIEHUE MAKETOB C stretch mo buster momkHO mpoxoAuTh 63 0COOBIX MPO-
6JieM. B HEKOTOPBIX CITy4asx MOXET MOTpeboBaThCA HEGOJIBIIOE BMEIIATEIBCTBO O MJIM BO BpeMs IIpo-
1iecca OGHOBJIEHH; TOAPOOHOCTH MPUBOIATCSA HIDKE JJIA KaXOr0 OTEIBHOIO MaKeTa.

IThese engines are shipped in a number of different source packages and the concern applies to all packages shipping them.
The concern also extends to web rendering engines not explicitly mentioned here, with the exception of webkit2gtk.
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5.3.1 Semantics for using environment variables for su changed

su has changed semantics in buster and no longer preserves the user environment variables DISPLAY
and XAUTHORITY. If you need to run graphical applications with su, you will have to explicitly set
them to allow access to your display. See bug #905409 (https://bugs.debian.org/905409) for
an extensive discussion.

5.3.2 Existing PostgreSQL databases need to be reindexed

When upgrading from stretch to buster, the glibc locale data is upgraded. Specifically, this changes
how PostgreSQL sorts data in text indexes. To avoid corruption, such indexes need to be REINDEXed
immediately after upgrading the 1ocales or locales-all packages, before putting the database back
into production.

Suggested command:

sudo —-u postgres reindexdb --all

Alternatively, upgrade the databases to PostgreSQL 11 using pg_upgradecluster. (This uses pg_dump
by default which will rebuild all indexes. Using —-m upgrade or pg_upgrade is not safe because it
preserves the now-wrong index ordering.)

Refer to the PostgreSQL Wiki (https://wiki.postgresqgl.org/wiki/Locale_data_changes)
for more information.

5.3.3 mutt and neomutt

In stretch, the package mutt had patches applied from the sources at https://neomutt.org (https:
//neomutt .org). Starting from buster, the package providing /usr/bin/mutt will instead be purely
based on the original sources from http://www.mutt.org (http://www.mutt.org), and a separate
neomutt package is available providing /usr/bin/neomutt.

This means that some of the features that were previously provided by mutt are no longer available.
If this breaks your configuration you can install neomutt instead.

5.3.4 Accessing GNOME Settings app without mouse

Without a pointing device, there is no direct way to change settings in the GNOME Settings app provided
by gnome-control-center. As a work-around, you can navigate from the sidebar to the main content
by pressing the Right Arrow twice. To get back to the sidebar, you can start a search with Ctrl +F, type
something, then hit Esc to cancel the search. Now you can use the Up Arrow and Down Arrow to
navigate the sidebar. It is not possible to select search results with the keyboard.

5.3.5 gnome-disk-utility fails to change LUKS password causing permanent
data loss (buster 10.0 only)

Users of the initial buster release images should not change the LUKS password of encrypted disks with
the GNOME graphical interface for disk management. The gnome-disk-utility package in buster
had a very nasty bug (#928893) (https://bugs.debian.org/928893) when used to change the
LUKS password: it deleted the old password but failed to correctly set the new one, making all data on
the disk inaccessible. This has been fixed in the first point release.

5.3.6 evolution-ews has been dropped, and email inboxes using Exchange,
Office365 or Outlook server will be removed

Users using evolution as their email client and connecting to a server running Exchange, Office365
or Outlook using the evolution-ews plugin should not upgrade to buster without backing up data
and finding an alternative solution beforehand, as evolution-ews has been dropped due to bug #926712
(https://bugs.debian.org/926712) and their email inboxes, calendar, contact lists and tasks will
be removed and will no longer be accessible with Evolution.

The evolution-ews package has been reintroduced via buster-backports. Users upgrading from
stretch to buster can enable buster-backports after the upgrade and then they will be able to reinstall
evolution—-ews.
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5.3.7 Calamares installer leaves disk encryption keys readable

When installing Debian from live media using the Calamares installer (Pazmes 2.2.13) and selecting the
full disk encryption feature, the disk’s unlock key is stored in the initramfs which is world readable.
This allows users with local filesystem access to read the private key and gain access to the filesystem
again in the future.
This can be worked around by adding UMASK=0077to /etc/initramfs-tools/conf.d/initramfs-permi.
and running update-initramfs -u. This will recreate the initramfs without world-readable permissions.
A fix for the installer is being planned (see bug #931373 (https://bugs.debian.org/931373))
and will be uploaded to debian-security. In the meantime users of full disk encryption should apply the
above workaround.

5.3.8 S3QL URL changes for Amazon S3 buckets

When using s3gl with Amazon S3 buckets, the configuration needs updating for a change in the URL.
The new format is:

s3://<region>/<bucket>/<prefix>

5.3.9 Split in configuration for logrotate

The shipped configurations for /var/log/btmp and /var/log/wtmp have been split from the main
configuration file (/etc/logrotate.conf) into separate standalone files (/etc/logrotate.d/btmp
and /etc/logrotate.d/wtmp).

If you have modified /etc/logrotate.conf in this regard, make sure to re-adjust the two new
files to your needs and drop any references to (b|w)tmp from the main file, since duplicate definitions
can cause errors.

5.3.10 The rescue boot option is unusable without a root password

With the implementation of sulogin now used, booting with the rescue option always requires the
root password. If one has not been set, this makes the rescue mode effectively unusable. However it is
still possible to boot using the kernel parameter init=/sbin/sulogin --force

To configure systemd to do the equivalent of this whenever it boots into rescue mode (also known
as single mode: see systemd(1) (https://manpages.debian.org/buster//buster/systemd/
systemd.1.html)), run sudo systemctl edit rescue.service and create a file saying just:

[Service]
Environment=SYSTEMD_SULOGIN_FORCE=1

It might also (or instead) be useful to do this for the emergency.service unit, which is started
automatically in the case of certain errors (see systemd.special(7) (https://manpages.debian.org/
buster//buster/systemd/systemd.special.?7.html)), or if emergency is added to the kernel
command line (e.g. if the system can’t be recovered by using the rescue mode).

For background and a discussion on the security implications see #802211 (https://bugs.debian.
org//802211).
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I'maBa 6

HomnoJsiHuTesIbHAsA UHPOPMALUA O
Debian

6.1 4Yto emié MOXXHO MPOYUTATH

[Momumo 3TO¥ MHGPOpPMALIUK O BHIIyCKe M PYKOBOZACTBA IO YCTAHOBKe, CyI[eCTByeT JOKYMEeHTAaIUsA 10
Debian, paspa6aTrsiBaemasi mpoeKToM AOKyMeHTHpoBaHusa Debian (DDP), 11e/1610 KOTOPOT'O SIBJIAETCA CO-
3IaHyie BRICOKOKAYeCTBEHHON MOKYMEHTAINH [JIA IOoJIb30BaTesell u pa3paborunkos Debian. B cocras
3TOI JOKYMEeHTAalUU BXOOUT CclipaBoYHUK Debian, pykoBoAcTBO HOBOro conpoBoxjaaiero Debian, Ya-
BO no Debian u mHoroe apyroe. IToysHyto nHGOPMAIMIO O JOCTYITHON JOKyMEHTAIUN MOXHO IIOCMOT-
peTh Ha BeO-caliTe mpoekTa qokyMeHTUpoBaHus Debian (https://www.debian.org/doc/) u Debian
Wiki (https://wiki.debian.org/).

JIoKkyMeHTanysa 1o KOHKPETHHIM [akeTaM yCTaHaBJIMBaeTcA B Katajor /usr/share/doc/naxer.
Tam MoxeT HaxoAUThcsA MHbOpMaIua 06 aBTOPCKUX NpaBax, cnenuduyunas qyia Debian undopmarus
U IOKyMeHTalus U3 OCHOBHOI BeTKHU pa3paboTKH.

6.2 Eciau HyXHa IOMOIIb

IMose3oBaTtesiu Debian MOryT BOoCHOJIb30BaThCs MOMOIIIBIO, COBETAMHU M HOAOEPKKOM U3 pPa3HBIX UCTOY-
HUKOB, HO K HUM cJle[jyeT IipuberaTb TOJIbKO B TOM CJIy4yae, ecjii BaM He yJaJioch HaliTH OTBeTa B JO-
CTYNHOM JOKyMeHTalnuu. JJaHHbI pa3ies COAepXXUT KpaTKoe olrcaHye JONOJHUTEeIbHBIX HCTOYHUKOB
IIOMOIIH, KOTOPble MOT'YT OKa3aThCs IT0JIe3HBIMU JIJIs HOBBIX T0JIb30BaTesiell Debian.

6.2.1 Croucku pacCbUIKH

OCHOBHO¥ UHTEpeC [JIA [0JIb30BaTesiel Debian npeAcTaBIAI0T aHTJIOA3BIYHBII CIMCOK pacchuiky debian-
user, wu cniricku debian-user-ssex 1 debian- g5 11 OPyrux A3BIKOB. [JIsI PyCCKOTO SI3BIKA 3TO CIIMICOK
debian-russian. MHdopmanuio o cnuckax pacChUIKU U O TOM Kak Ha HUX MOAMUCATHCA CM. HAa https:

//lists.debian.org/. Iloxaiyicra, nepeq TeM, KaK OTIPaBUTh BOIPOC B CIMCOK PACCBUIKU, IIO-
WIIKUTE OTBET HA Hero B apxuBax. [IpocuM Takxe MPUIEPKUBATHCA OOIIENPUHATHIX HOPM IOYTOBOTO
3TUKETA.

6.2.2 1IRC

Joia mognepxku mojb3oBareseil Debian ects IRC-kaHau, pa3Meménnbiil B IRC-cetut OFTC. UT0oOb BOUTH
Ha KaHaJI, CoOeIUHUTECH ¢ cepBepoM irc.debian.org ¢ momogsio cBoero yiro6umoro IRC-kiMeHTa v IpUCOo-
eJUHUTECH K KaHa/y #debian. [{Jia pyCcCKOA3BIYHBIX I0JIb30BaTe el CyllleCTBYeT KaHaJl #debian—-russian
B TOM Xe CeTH.

[Ipocum Bac cjiefoBaTh IpaBuUjaM NOBeJeHNA Ha KaHaJle U yBaXaTh APYTUX MoJib3oBartesieil. [1pa-
BHJIa TTOBeIeHHs Ha KaHaJie onucaHbl B BUKU Debian (https://wiki.debian.org/DebianIRC).

Bosee noapobuywo uHopMmaliuio 06 OFTC MOXHO MOJIyuuTh Ha BeO-caiite cetu (http://www.
oftc.net/).
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6.3 Kak cooOmuTh 00 omuoke

MBI IPUJIOKUIIN HeMaJIo YCUJINH, 4To0HI cAesiaTh Debian onepariioHHOI clCTeMOl BBICOKOT'O KauecTBa,
OHAKO 3TO He 03HAyaeT, YTO IOCTaBJIsieMble HAMU ITaKeTHl COBCeM He cojiepXaT HUKakux omunbok. Ta-
KOI MOJXO0 coryiacyeTcs ¢ pumocodueii «OTKpHTOIN pa3paboTkuy» Debian. Mbl mpeocTaBiiseM HaLIIM
M0JIb30BATEJIAM MOJIHYI0 MH(POPMAIHI0 000 BceX OOHAPYXEHHBIX OMMOKAax C MOMOIIBI0 HaIlel CUCTe-
MBI OTcJIexuBaHus omnbok (BTS). Bel MoxxeTe o6paTuThes K Hel 1Mo afipecy https://bugs.debian.
org/.

Ecyiu BB 0GHAPyXUTE OMMOKY B JUCTPUOYTHBE UJIM KAKOM-TO U3 €T0 MMAKETOB, MOXAJIyHCTa, COOOIIN-
Te 0 Hel, 4ToObI B OyAyImKX BhIIyCcKax oHa Oblyia ucipasjaeHa. YToObl coobmuTs 006 omubke, TpebyeTcs
pabouuntii agpec 3JIeKTPOHHOU NOYTH. DTO HEOOXOAUMO JJI TOr0, YTOOBI MBI MOTJIM OTCJIEXXUBATh OMINO-
KU, a pa3paboTYMKU MOTJIM CBA3BIBATHCA C OTIIPABUTEIAMU OTYETOB 00 OMINOKAaX, eCJIM UM IOHaJ00UTCA
J0IoJIHUTeIbHaA HopManus.

OtnpaBuTth coobmieHre 06 omubKe MOXHO € MOMOINBI0 IIPOrpaMMEl reportbug miu BpyuHyH0 1o
3JIeKTpOHHOU nouTe. bosiee noApoOHyI0 MHGOPMAIMIO O CHICTEMe OTCJIEXXUBAaHMA OMIMOOK U O TOM, KakK
eé KCIO0JIb30BaTh, MOXHO IIPOYMTATh B CIIPABOYHOU JOKyMeHTanuu (OHa JOCTyIHA B KaTajore /usr/
share/doc/debian nocje ycTaHOBKHM nakeTa doc—debian) WK HA CAlTe CUCTEMBI OTCJIEKUBAHUSA
omnbok (https://bugs.debian.org/).

6.4 Kak nmomous Debian

You do not need to be an expert to contribute to Debian. By assisting users with problems on the
various user support lists (https://lists.debian.org/) you are contributing to the community.
Identifying (and also solving) problems related to the development of the distribution by participating
on the development lists (https://lists.debian.org/) is also extremely helpful. To maintain
Debian’s high-quality distribution, submit bugs (https://bugs.debian.org/) and help developers
track them down and fix them. The tool how-can-i-help helps you to find suitable reported bugs to
work on. If you have a way with words then you may want to contribute more actively by helping to
write documentation (https://www.debian.org/doc/vcs) or translate (https://www.debian.
org/international/) existing documentation into your own language.

Ecnm Bl MoxeTe yaenuTh Debian Gosbliie BpeMeHH, MOXHO B3ATHCA 33 CONPOBOXIEHUE KaKO-
HUOyap cBoOoHON mporpaMMel Free Software. B wacTHOCTH, MoJie3HOH Obly1a OBl MOAAEpXXKa IMake-
TOB, KOTOPEIE KTO-TO 0cOOeHHO XoTeJi Obl BuAeTh B Debian. ITogpo6Hy0 nHGOPMAIUI0 MOXHO HaUTU
Ha cTpaHuIle TpeOymux JopaboTKU U MJIaHupyeMbIX makeToB (https://www.debian.org/devel/
wnpp/). Ecjiiu Bam uHTepecHa kakas-To cleljiduieckas rpymna rojb3oBaTesieli, BO3MOXHO, Bbl 3aX0THU-
Te y4acTBOBaTh B OJJHOM U3 J0uepHUX NpoeKToB (https://www.debian.org/devel/#projects)
Debian. Cpeau Hux nepeHoc Debian Ha apyrue apxutektypsl 1 Debian Pure Blends (https://wiki.
debian.org/DebianPureBlends).

B mo6oM citydae, eciid BH ydacTByeTe B paboTe coobiiectBa CBo6ogHoro I10 B KauecTBe IOJIb30-
BaTeJIsl, IPOrpaMMUCTA, MUCATeNIA WIN TePEBOTUNKA, B yXXe nnoMoraere CBOGOJHOMY MPOrPAMMHOMY
obecrneueHno. Takoe yyacTyie IPUHOCUT YOBOJIbCTBUE U PAZIOCTh, & TAKXKe AT BO3MOXHOCTH ITI03HA-
KOMUTHCS C HOBBIMU JIIOIBMU U NIPHUJAET BaM Te camble TEIUIbIe YYBCTBA U IepeXrBaHMUS.
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I'staBa 7

I'moccapuit

ACPI

yCOBEPILIEHCTBOBAHHEBIN MHTEp®elCc HAaCTPONKU U yIIpaBjieH!s MUTaHUEM
ALSA

nepeJioBas 3ByKOBas apxuTekTypa Linux
BD

auck Blu-ray
CD

KOMIIaKT-AUCK
CD-ROM

JOCTYIHBIN TOJIBKO JJIA YTeHUsA KOMITaKT-AVCK
DHCP

IIPOTOKOJI AMHAMHUYECKON KOHPUrypanuu yasia
DLBD

JBYXCJIOUHBIH auck Blu-ray
DNS

cucreMa JOMEHHBIX UMEH
DVD

1 PpOBOIT MHOT'OIIEJIEBOU JUCK
GIMP

pacTpoBbliii rpadudeckuii pegakrop GNU
GNU

GNU He Unix
GPG

cBoboAHasA anbTepHaTHBa Habopy kpunrtorpadudeckoro I10 PGP
LDAP

06J1erYéHHBIN IPOTOKOJI JOCTyNa K KaTajoraM
LSB

Habop craHmapToB Linux
LVM

MeHe[Kep JIOTUYeCKUX TOMOB
MTA

AreHT MEPECHIJIKU IMOYThI
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TJIABA 7. TJIOCCAPHH

NBD
ceTeBoe 6JI0UYHOE YCTPOUICTBO
NFS
ceTeBas (ailjioBas cucTema
NIC
IJjiaTta ceTeBoro uHrepgetica
NIS
cetreBasd MHQOPMAIMOHHAA CJIyk0a
PHP
PHP: npenpolieccop rureprexkcra
RAID
U30BITOYHBIN MaCCHB HE3aBHCHMBIX KXECTKHX JUCKOB
SATA
MpUCcoeqUHEHNE TI0 IPOABUHYTOM TEXHOJIOTUH IO MOCJIeJoBaTeIbHOMY UHTepdecy
SSL
YPOBEHbD 3aIUIIEHHBIX COKETOB
TLS
3alUINEHHBIN TPAHCIIOPTHHIN YPOBEHb
UEFI

Unified Extensible Firmware Interface (YHudumpoBaHHbI pacupseMsiii nHTepdeiic MUKPO-
porpamMm)

USB

yHHBepcajbHas NocjejoBaTesbHasA MIHA
UuID

YHUBEPCAJIbHBIN YHUKAJIBHBIN UOeHTUDUKATOD
WPA

3amuméHHBIN goctyn K Wi-Fi
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ITpunoxenue A

IToaroroBka cucreMsl stretch k
OOHOBJIEHUIO

B 5TOM NpUJIOXEHUU COOEPXKUTCS MHPOPMALKs O TOM, KakK Iepel] OOHOBJIEHHEM [0 buster ymocrose-
PUTHCS, YTO BB MOXETEe YCTAHABJIMBATH WJIM OOHOBJIATH MAKeTH Stretch. DTo MoxeT MOHAHOOUTHCA B
HEKOTOPHIX CJIyYasix.

A.1 OOHOBJIeHHe cucTeMsI stretch

B OCHOBHOM, 3TO OOHOBJIEHHE HUYEM HE OTJIMYAETCSA OT BCEX MpebIayIux oOHOBJIeHUH stretch, ko-
TOpPBIE BBl Jiejiajii. EAMHCTBEHHOE OTJINYHE COCTOWT B TOM, YTO CHAyaJla HaJo YyOeOUThCA, YTO BallU
CTIMICKU TIAaKETOB BCE eIl cojiepkaT CChUIKHM Ha MakKeThl stretch, kak omucaHo B Pazmest A.2.

Ecsiu BBl OGHOBJIIETE CHUCTEMY C cepBepa-depkasia Debian, To aBTomaTuuecku Oy[eT BBIMOJHEHO
OOGHOBJIEHHE JI0 TIOCJIETHErO BHIMycKa stretch.

A.2 Checking your APT source-list files

If any of the lines in your APT source-list files (see sources.list(5) (https://manpages.debian.org/
buster//buster/apt/sources.list.5.html)) contain references to «stabley, this is effectively
pointing to buster already. This might not be what you want if you are not yet ready for the upgrade. If
you have already run apt update, you can still get back without problems by following the procedure
below.

Ecyu BB yCIiesI yCTaHOBUTD MAKeTHI U3 buster, To 0co60ro cMbicjia B yCTAHOBKE MAKeTOB U3 stretch
yXe HeT. B 3ToM cJiyuae BaM cJiefyeT pelnTh — JOBOAUTH IO KOHIIA OOHOBJIEHUE UJIU HET. BepHyThcsA
K MCIOJIb30BAHUIO CTAPHIX BEPCHIl MAKETOB BO3MOXHO, HO 3Ta MPOIeypa BRIXOAUT 32 PAMKHU JaHHOTO
JIOKyMEHTA.

As root, open the relevant APT source-list file (such as /etc/apt/sources.list) with your
favorite editor, and check all lines beginning with deb http:, deb https:, deb tor+http:, deb
tor+https:,URIs: http:,URIs: https:,URIs: tor+http:orURIs: tor+https: forareference
to «stabley. If you find any, change stable to stretch.

If you have any lines starting with deb file: or URIs: file:,you will have to check for yourself
if the location they refer to contains a stretch or buster archive.

BAXHO

so would invalidate the line and you would have to run apt-cdrom again. Do not be
alarmed if a cdrom: source line refers to «unstable». Although confusing, this is
normal.

: Do not change any lines that begin with deb cdrom: or URIs: cdrom:. Doing

Ecsu BBl BHecsiu Kakue-HUOYb N3MeHeHNs, coxpaHuTe $aiil 1 BHIIOJHUTE KOMaHIy
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# apt update

AJIA OOHOBJIEHHUA CITMCKA ITaKETOB.

A.3 Ypanenue ycrapeBmux ¢ailJioB HaCTPOUKU

[Tepe oGHOBJIEHHEM CHCTEMEI 10 buster, pekoMeHyeTcA yAAJIATh U3 CUCTEMBI cTapbie Gaiiisl HACTPOEK
(Takue Kak *.dpkg-{new, old} B /etc.

A.4 Tlepexon k ucnoJib3oBaHuio JiokaJjeu ¢ UTF-8

Hcnosnp3oBanue ycrapesiel jjokanu (He-UTF-8) yxe fosroe Bpems He OAAEPKUBAETCA OKPYXXeHUAMU
paboyero cToJa ¥ JpyruM MUPOKO rcnosibdyeMeiM I10. Takue jiokaju cjiefyeT OOHOBUTD, 3aITyCTHUB KO-
manay dpkg-reconfigure locales 1 Bei6pas no ymosrganuio UTF-8. Taxxe BaM ciiefiyeT yOeqUThCS, UTO
Balll II0JIH30BATEJIM He N3MEHSIOT HACTPONKY 110 YMOJIYaHUIO U He UCIIOJIb3YIOT yCTapeBIIie BADUAHTHL
JIOKaJIU B CBOUX OKPYKEHUSX.
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ITpuiioxenue B

Jiogu, yyacTBOBaBIIIME B CO3aHUU
HMHPOPMAIIMHU O BBIITYCKE

MHOT0 JIIofIell TOMOTAJIo MPU CO3AaHUU MHMOPMAIIMHU O BBITyCKE, BOT TOJIbKO HEKOTOPHIE U3 HUX:

Adam D. Barratt, Adam Di Carlo, Andreas Barth, Andrei Popescu, Anne Bezemer, Bob Hilliard,
Charles Plessy, Christian Perrier, Christoph Berg, Daniel Baumann, David Prévot, Eddy Petrisor, Emmanuel
Kasper, Esko Arajarvi, Frans Pop, Giovanni Rapagnani, Gordon Farquharson, Hideki Yamane, Holger
Wansing, Javier Fernandez-Sanguino Pefia, Jens Seidel, Jonas Meurer, Jonathan Nieder, Joost van Baal-
Ili¢, Josip Rodin, Julien Cristau, Justin B Rye, LaMont Jones, Luk Claes, Martin Michlmayr, Michael
Biebl, Moritz Miihlenhoff, Niels Thykier, Noah Meyerhans, Noritada Kobayashi, Osamu Aoki, Paul
Gevers, Peter Green, Rob Bradford, Samuel Thibault, Simon Bienlein, Simon Paillard, Stefan Fritsch,
Steve Langasek, Steve McIntyre, Tobias Scherer, victory, Vincent McIntyre u W. Martin Borgert.

OTOT AOKYMeHT ObLJI IlepeBeJ€H Ha MHOTHe sA3bIkU. Cnacubo nepeBogunKam!

[TepeBon Ha pycckuii: Cepreit AnémuH, IOpuit Kosnos, Jles Jlam6epos
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[IpegMeTHBIM yKa3aTeJib

A
Apache, 4

B
BIND, 4

C
Calligra, 3
Cryptsetup, 4

D
DocBook XML, 2
Dovecot, 4

E
Evolution, 4
Exim, 4

G

GCC, 4
GIMP, 4
GNOME, 3
GNUcash, 3
GnuPG, 4

1
Inkscape, 4

K
KDE, 3

L

LibreOffice, 3
LXDE, 3
LXOQt, 3

M
MariaDB, 4
MATE, 3

N
Nginx, 4

(0]
OpenJDK, 4
OpenSSH, 4

P

packages
apparmor, 5
apparmor-profiles-extra, 5
apt, 2, 16
apt-listchanges, 20
aptitude, 14, 19, 24
cryptsetup, 6
cups, 6
cups-browsed, 6
cups-filters, 6
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dblatex, 2
debian-goodies, 19
debian-kernel-handbook, 23
debian-security-support, 29
dkim-milter-python, 28
dkimpy-milter, 28
doc-debian, 34
docbook-xsl, 2

dpkg, 2

ecryptfs-utils, 28
evince, 5

evolution, 30
evolution-ews, 30
fecitx, 27
gnome-control-center, 30
gnome-disk-utility, 30
g0, 25
grub-efi-amd64-signed, 4
grub-efi-ia32-signed, 4
haveged, 26
how-can-i-help, 34
icinga, 28

icinga2, 28
icinga2-classicui, 28
icingaweb2, 28
ifupdown, 26
initramfs-tools, 12, 22
ipsec-tools, 28
iptables, 5

keepass2, 27
libreswan, 28
linux-image-*, 22
linux-image-amd64, 23
linux-source, 23
localepurge, 19
locales, 30

locales-all, 30
mailman, 28
mailman3, 28
mailman3-full, 28
manpages-de, 5
mcelog, 27

mutt, 5, 30

neomutt, 30

nodejs, 25
phpmyadmin, 28
popularity-contest, 19
pyspf-milter, 28
python-2.7, 28

racoon, 28

rasdaemon, 27
release-notes, 1
revelation, 27

rpcbind, 25

rust, 25
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shim-signed, 4
spf-milter-python, 28
sshd, 25
ssmtp, 28
synaptic, 14, 27
systemd, 5, 26, 27
tinc, 13
udev, 22, 26
unattended-upgrades, 5
upgrade-reports, 1
usrmerge, 7
util-linux, 5
xmlroff, 2
xsltproc, 2
ypbind, 25

Perl, 4
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Postfix, 4

PostgreSQL, 4

X
Xfce, 3
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